








CHINA 'S INTERNET POLICIES WITHIN THE GLOBAL COMMUNITY

to the world.90 Contemporary China has a commercial legal system
similar to France, Germany, Japan, and Taiwan.91 This leads to the
conjecture that China's domestic laws should comport with Western
practices to protect online privacy. Although similar to the western
system in certain respects, China's legal system is "a market economy
with socialist characteristics."9 2

In the United Kingdom and United States, systems of government
consist of three separate branches, all of which provide a system of
checks and balances against one another. In China, however, there is a
dominant legislative branch called the National Peoples Congress
(NPC).93 China's Constitution provides that all the power in the
People's Republic of China belongs to the people and that the NPC is
the highest body through which the people exercise state power.94 The
NPC has approximately 3000 delegates elected by various provinces,
autonomous regions, and municipalities.95 The NPC, along with its
Standing Committee consisting of 175 individuals elected by the NPC,
interprets and has the power to implement the Constitution and enact,
interpret, and amend the laws.96 The other organs of state power,
subordinate to the NPC, include the President, the State Council, the
Supreme People's Court, the Supreme People's Procuratorate, and the
Central Military Commission.97

The United States and China clearly have different political
structures. China lacks a democratic system similar to the West.98 In

90. See generally Xiang Gao, The Fraud Rule in Law of Letters of Credit in the P.R.C.,
41 INT'L LAW. 1067 (2007) (explaining the development of the procedural and substantive legal
system in China as it relates to letters of credit).

91. See John S. Mo, The Code of Contract Law of the People's Republic of China and the
Vienna Sales Convention, 15 AM. U. INT'L L. REv. 209, 211 (1999).

92. For a detailed analysis of China's legal system, see RONALD BROWN,
UNDERSTANDING CHINESE COURTS AND THE LEGAL PROCESS: LAW AND CHINESE

CHARACTERISTICS, at xx-xxi (1st ed. 1997); see also Alphabetical Index of the Political Entities
and Corresponding Legal Systems, JURIGLOBE-WORLD LEGAL SYSTEMS RESEARCH GROUP,
available at http://www.juriglobe.ca/eng/sys-juri/index-alpha.php (last visited Oct. 10, 2012)
(indicating China is among a significant number of countries which has a mixed system of law
that includes both civil law and customary law).

93. See Organization, THE NATIONAL PEOPLE'S CONGRESS OF THE PEOPLE'S REPUBLIC OF
CHINA, http://www.npc.gov.cnlenglishnpc/Organization/node_2846.htm (last visited Nov. 20,
2012).

94. See XIANFA arts. 57-58 (1982) (China).
95. Id art. 59; see also The National People's Congress: What Makes a Rubber Stamp?,

ECONOMIST (Mar. 5, 2012), http://www.economist.com/blogs/analects/2012/03/national-peop
les-congress.

96. XIANFA arts. 65-67; see also Organization - Standing Committee, THE NATIONAL
PEOPLE'S CONGRESS OF THE PEOPLE'S REPUBLIC OF CHINA, http://www.npc.gov.cn/

englishnpc/Organization/node_2847.htm (last visited Nov. 20, 2012).
97. See PEOPLE'S REPUBLIC OF CHINA YEARBOOK 1989-1999, at 37-72 (1999).
98. Americans tend to view constitutional and common law rights "to be universal, a
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enacting its Code of Criminal Procedure, for example, China indicated
that it adopts "Marxism-Leninism-Mao Zedong thought as its guide and
the Constitution as its basis . . . in carrying out the people's democratic
dictatorship." 99 This form of proletariat democracy derives from
leadership by the proletariat based on worker-peasant alliance focused
on striking the enemy and protecting the people. 00 The discourse
concerning a world information society falls short if China's Internet
practices are simply contrasted with U.S. political rhetoric. This is
because the more relevant inquiry is whether China's Internet practices
comply with the international standards synthesized by the 2003 Geneva
and 2005 Tunis WSIS, which incorporated the cultural perspectives of
more than 11,000 delegates representing 175 countries.lo

China's Internet regulatory practices are numerous and pervasive. 02

China has held ISPs liable when a plaintiff requested a bulletin board
operator to remove defamatory statements about the plaintiff, and the
operator failed to do so. 10 3 A Chinese province required Internet caf6
users to buy access cards to enable the police to monitor the users'
activities, block certain sites, track sites visited, and filter email for
forbidden content.' 04 China has threatened to criminally charge bloggers
who have failed to register with the government. os In order to secure
blogger registration, the Chinese government utilizes a webcrawler
program to monitor and report unregistered bloggers.10 6 China has

codification of liberty's meaning, constraining all levels of government and applicable to all
people within the boundaries of [democratic society]." See BARACK OBAMA, THE AUDACITY OF
HOPE 86 (2006). But see CHUA, supra note 72, at 13 (stating the concept of "democracy" is
difficult to define because a single interpretation of the term is nonexistent); see also RANDALL
PEERENBOOM, ASIAN DISCOURSES OF RULE OF LAW 137 (2004) (China is unlikely "to embrace
democracy in the near future," and even if it does, it will "not necessarily become a liberal
democracy.").

99. See FADIAN art. 1. For the English translation, see 26 THE AMERICAN SERIES OF
FOREIGN PENAL CODES 84 (1985).

100. Id.
101. See WORLD SUMMIT ON THE INFORMATION SOCIETY, supra note 55.
102. According to Human Rights, Watch between 1994 and 2000, China established

approximately 60 regulations to control Internet content or access. Freedom of Expression and
the Internet in China: A Human Rights Watch Backgrounder, HUMAN RIGHTS WATCH,
http://www.hrw.org/backgrounder/asia/china-bck-0701.htm (last visited Dec. 21, 2012).

103. See Li Fangchao, Man Wins Online Defamation Case, CHINADAILY.COM (Dec. 14,
2004), http://www.chinadaily.com.cnlenglish/doc/2004-12/14/content400008.htm.

104. See JONATHAN D. HART, INTERNET LAW: A FIELD GUIDE 447 (5th ed. 2007) (citing
Chinese Net Cafd Users Must Get ID Cards, SAN JOSE MERCY NEWS, Nov. 5, 2002, at 2C); see
also ANDREW Ross, FAST BOAT TO CHINA CORPORATE FLIGHT AND THE CONSEQUENCES OF FREE

TRADE LESSONS FROM SHANGHAI 134 (2006) (stating that China's networks are controlled by a
government that views every Internet packet of information entering or leaving the country).

105. See Bill Thompson, A Little Less Censorship?, BBC.CoM (June 10, 2005),
http://news. bbc.co.uk/2/hi/technology/4080886.stm.

106. Id
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deemed spain as subversive, pornographic, and anti-government. 0 7

China has also promulgated the Commercial Encryption Management
Regulations that require all foreign companies, as a matter of law, to
register encryption technology, and forbid foreign companies from
importing or distributing unregistered encryption technology in
China. 1OF

The above regulatory practices demonstrate that China's government
has imposed ISP liability, blocked sites, mandated blogger registration,
deemed spam as subversive and pornographic, and required companies
to register encryption technology. Are such regulatory practices in
violation of the WSIS? In both Geneva and Tunis, the WSIS
participants emphasized that connectivity in a global information
society should be "in conformity with the domestic legislation of each
country."l09 In other words, each nation has the sovereign right to
establish policies governing the Internet, and such policies while in
conformity with International standards should also respect and foster
domestic policies.

The WSIS, for example, emphasized "particular attention to the
special needs of girls and women."110 The Chinese government's
restrictions on spam, as it relates to pornography, comport with the
WSIS concerns for women and children. China, in the interests of
blocking pornography, blocked access to certain sites and stopped doing
business with certain companies."' While blocking sites and stifling
business seemingly fails to facilitate an information society, such
governmental practices are in compliance with the Internet governance
concerns enumerated in articles 29 through 82 of the Tunis WSIS
agenda concerning human rights, the rights of women and children,
poverty eradication, state sovereignty, cyber-security, social
development, cybercrime, spain, and respect for national laws.112 In
2009, when China blocked sites and stifled certain business interests,
there were 650 million cellphone users in china, 50 million of which
were primary and middle-school children.11 3 Also, in 2009 there were
400 million Internet users in China, most of whom were 20-29 years

107. See Donna Buenaventura, China Vows to Curb Junk Email, SILICONVALLEY.COM
(Feb. 2, 2004), http://www.siliconvalley.com/mld/siliconvalley/news/editorial/7855530.htm.

108. See BHALA, supra note 89, at 186.
109. See Draft Declaration, supra note 63; Tunis Commitment Document, supra note 83.
110. Id
111. Yuan Yuan, The Big News on the Web in 2009, BEIJING REV., Dec. 31, 2009, at 21,

available at http://www.bjreview.com.cn/special/2009-12/26/content_236926.htm.
112. See World Summit on the Information Society, Tunis Agenda for the Information

Society Document WSIS-05/TUNIS/DOC/6(Rev. J)-E, arts. 29-82 (Nov. 18, 2005), available at
http://www.itu.int/wsis/docs2/tunis/off/6revl.html.

113. Yuan, supra note 11, at 21.
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old, with online usage amounting to 17.9 hours per week.1 4 As far back
as 2006, China's Internet usage was first in the world.'" 5 The Chinese
government used software called Green Dam Youth to block sites as
part of a campaign to prevent the Internet from "poisoning youthful
people with harmful content."ll 6 In the interests of preventing vicious
rumors about citizens and protecting the public rights and interests,
China has also required real-name registration of bloggers in micro-
blogs like Twitter. 1 Neither blocking sites nor real name registration
would be in violation of the WSIS when the state's interests are in
social harmony and balancing individual's privacy rights against one
another.

In both the United States and China, pornography is an issue
inextricably tied to free speech, cultural integrity, and social values.
Although pornographic restrictions may hinder speech, free speech
rights lack an absolute protection in both the United States and China.
In restricting Internet speech China has asserted interests in the
protection of cultural values and the protection of women as
justifications to curtail Internet pornography. Both justifications are
clearly in agreement with the spirit of the WSIS participants to
acknowledie the "needs of girls and women" (among other legitimate
policies)." Although standards and values vary globally, the protection
of women, especially young women, is a global concern. Juveniles
generally lack maturity, full character development, and are more
vulnerable than adults. Concerning women and pornography, there are
the corollary crimes such as drugs and human trafficking. Organized
crime is a $2 trillion industry, with human trafficking representing a
significant share of the flow of organized crime. 19 It is estimated that
tens of thousands of people are taken from their homes every year: 79%
of them are taken for sexual exploitation, and among that number 66%

114. Zan Jifang, Life on the Internet, BEIJING REV., Oct. 14, 2010, at 38-39, available at
http://www.bjreview.com.cn/special/2009-12/26/content_236926.htm; see also The Internet in
China: Alternative Reality, ECONOMIST, Feb. 2008, at 69 [hereinafter The Internet in China],
available at http://www.economist. com/node/10608655 (stating that in 2008 more than 70% of
Internet users in China were under 30 years of age and China's Internet users used the Internet
primarily for films, television shows, music, accessing the Internet on cell phones, and online
multiplayer games).

115. Jifang, supra note 114; The Internet in China, supra note 114.
116. Yuan, supra note 111, at 21. Data is conflicting as to whether parents supported or

disapproved of the Green Dam Youth Escort software. Id.
117. Li Shigong, Is Real-Name Registration Necessary for Micro-Blogs?, BEIJING REV.,

Feb. 2, 2012, at 28, available at http://www.bjreview.com.cn/forum/txt/2012-01/30/content_
422194.htm.

118. See Draft Declaration, supra note 63.
119. See Patrick Di Justo et al., Organized Crime: The World's Largest Social Network,

WIRED, Feb. 2011, at 78, available at http://www.wired.com/magazine/201 1/01/ff orgchart
crime/.
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are women and 13% are girls.' 2 0 It is estimated that trafficking humans
to Europe is a $1.25 billion industry and global child pornography is a
$250 million industry.121 Efforts to curtail spam, filter email, regulate
encryption, and limit business activities in the interests of protecting
women and children, are acceptable within the provisions of the
WSIS.122 Such government regulations find support in Catharine A.
MacKinnon's vivid description from a Minneapolis City Council
proceeding on the impact of pornography on women (drawing parallels
to the Nuremberg trial):

The studies of researchers and clinicians documented the same
reality [as Nuremberg] women documented from life:
pornography increases attitudes and behaviors of aggression and
other discrimination by men against women.

Women told how pornography was used to break their self-
esteem, to train them to sexual submission, to season them to
forced sex, intimidate them out of job opportunities, blackmail
them into prostitution, and keep them there, terrorize and
humiliate them into sexual compliance, and silence their dissent.
They told of being used to make pornography under coercion, of
the force that gave them no choice about viewing pornography or
performing sex. They told how pornography stimulates and
condones rape, battery, sexual harassment, sexual abuse of
children, and forced prostitution.' 23

MacKinnon describes prostitution as female slavery because it
institutionalizes the subhuman status of women.124 In theory, the WCIS
participants would adhere to Mackinnon's rationale in its support of
China's regulation of spam and other regulations as they relate to the
intent to protect women from oppression. China's adherence to
regulation of spam and other similar threats would be in the interests of
the WSIS's focus on human dignity, gender equality, HIV/AIDS
prevention, full development of personality, empowerment of women,
and national affairs.

Along with free speech rights, the WSIS indicated that confidence
and security in ICTs is accomplished by strengthening information
security, assuring network security, and establishing authentication, all

120. Id. at 80.
121. Id.
122. See Draft Declaration, supra note 63.
123. CATHARINE A. MACKINNoN, ARE WOMEN HUMAN? 115-16 (2006).
124. Id.
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while simultaneously protecting consumers and privacy concerns.125
Indeed, China's Internet regulatory practices raise concerns about the
privacy rights of its citizens. In the global information technology age,
threats to individual privacy are of monumental concern. 126 The United
Nations noted that most nations grapple with, among other concerns, the
tension between network security and protecting individual privacy.1 2 7

In the United States, the word privacy is absent from the U.S.
Constitution; rather, privacy in the United States stems from a multitude
of sources such as common law, evidence, statutory provisions, and
state and federal constitutions.128 In the United States, privacy rights are
balanced against state interests.129 This balancing test is typified in
Fourth Amendment criminal procedure jurisprudence protections
against unreasonable searches and seizures. The Fourth Amendment to
the U.S. Constitution provides, in relevant part, "The right of the people
to be secure in their persons, houses, papers and effects,3 against
unreasonable searches and seizures, shall not be violated ... . 1 3 o

Between 1967 and 1968, the U.S. Supreme Court decided three
major cases that altered the course of Fourth Amendment jurisprudence
and firmly established a balancing test to gauge whether a search was
unreasonable. The cases were Camara v. Municipal Court,131 Katz v.
United States,132 and Terry v. Ohio.133 As a result, the Court began to
balance the individual's right to be left alone against the police need for
effective law enforcement. The result has been a hodgepodge of cases
attempting to grapple with the impact of technology on Fourth
Amendment jurisprudence. The disjunction in Fourth Amendment
jurisprudence is escalated by Court decisions which dismiss the
subjective bad-faith of the police, while other cases allow consideration
of the good faith of the police to ascertain whether there is a Fourth

125. See Draft Declaration, supra note 63.
126. Indeed, privacy in the global Internet age is a concern of all nations. See DANIEL J.

SOLOVE ET AL., INFORMATION PRIVACY LAW 38 (2d ed. 2006) ("The Organization of Economic
Cooperation and Development (OECD) developed an extensive series of privacy guidelines in
1980 that formed the basis for privacy laws in North America, Europe, and East Asia.").

127. See Draft Declaration, supra note 63 and accompanying text.
128. See U.S. CONST. amend. IV.
129. See Aid for Women v. Foulston, 441 F.3d 1101, 1119 (10th Cir. 2006).
130. U.S. CONsT. amend. IV.
131. Camara v. Mun. Court, 387 U.S. 523, 536-37 (1967) (establishing the balancing test

to determine whether a search is unreasonable).
132. Katz v. United States, 389 U.S. 347, 350-51 (1967) (defining a search for Fourth

Amendment purposes).
133. Terry v. Ohio, 392 U.S. 1, 20 (1968) (allowing for a stop and frisk of a suspect based

on reasonable suspicion rather than probable cause). The Court later drew a bright line in
deciding that a person is in custody and police conduct is beyond the scope of a Terry Stop
when police place a suspect in a police car and drive him to the station without probable cause.
See Dunaway v. New York, 442 U.S. 200, 212-13 (1979).

3 18 [Vol. 17



CHINA 'S INTERNET POLICIES WITHIN THE GLOBAL COMMUNITY

Amendment violation. The Supreme Court in cases such as Whren v.
United States,134 Atwater v. City of Lago Vista,135 and Horton v.
Californial36 involved questionable police motivations tantamount to
bad faith, but the Court held that the subjective intent of the officer is
not dispositive for Fourth Amendment purposes.137 The same Court,
however, in cases such as Maryland v. Garrisonl3 8 and United States v.
Leon,139 allowed for the good faith of the officer to come into
consideration when a defendant seeks to exclude the evidence based on
a constitutional violation.140  In the main, Fourth Amendment
jurisprudence has been in flux.141 The cases are inconsistent in
balancing the need to search or seize against the privacy or possessory
invasion the search or seizure entails. The outcome is the establishment
of a balancing test often difficult to implement and more frequently
construed against individual privacy interests.1 42

In similar fashion, China's effort to balance individual privacy rights
and governmental intrusions is a challenge. In actuality, the challenge
occurs worldwide within nations. 43 A cursory and one-dimensional

134. Whren v. United States, 517 U.S. 806, 813 (1996) (holding, in part, that the actual
motivations of the officer are irrelevant to the inquiry of constitutional reasonableness).

135. Atwater v. City of Lago Vista, 532 U.S. 318, 360 (2001) (O'Connor, J., dissenting)
(arguing that arresting the defendant for minor traffic offense constituted a "pointless
indignity").

136. Horton v. California, 496 U.S. 128, 130, 138 (1990) (eliminating the Fourth
Amendment inadvertence requirement and stating that the subjective state of mind of the officer
is irrelevant and that police officers are presumed to not lie).

137. The one notable exception to the general rule that the officer's subjective intent is
irrelevant is in the area of police inventory searches. Such searches are beyond the warrant
exception if conducted for the purpose of gathering criminal evidence. See Colorado v. Bertine,
479 U.S. 367, 372-73 (1987). See also Florida v. J.L., 529 U.S. 266, 271 (2000) (in which the
Court considered the officers' conduct as somewhat dishonest).

138. Maryland v. Carrison, 480 U.S. 79, 87-88 (1987) (allowing for the subjective good
faith of the officer when a warrant is either issued or executed improperly).

139. United States v. Leon, 468 U.S. 897, 920-22 (1984) (establishing the good faith
exception to the exclusionary rule).

140. For an excellent discussion on the contradiction of considering police good faith and
ignoring police bad faith, see MACLIN TRACEY, United States v. Whren: The Fourth Amendment
Problem with Pretextual Traffic Stops, in WE DISSENT TALKING BACK TO THE REHNQUIST COURT
90 (Michael Avery ed., 2009). Beyond the Fourth Amendment, the Court has limited good faith
in the context of Fifth Amendment Miranda warnings. See Brown v. Illinois, 422 U.S. 590, 601
(1975) (holding that an arrest without probable cause, which produces a confession, fails the
attenuation test simply because the individual was Mirandized).

141. Saleem, supra note 47, at 147 (discussing the historical parallels between Physics and
Fourth Amendment jurisprudence and how both fields are currently at a crossroad).

142. See ELLEN ALDERMAN & CAROLINE KENNEDY, THE RIGHT TO PRIVACY, at xiii (1995).
143. Islamic countries such as Singapore, Iran, Kuwait, Tunisia, and Saudi Arabia also

restrict blogger content and criminally punish improper blogger statements. See HART, supra
note 104, at 57 (citing Singapore Blogger Convicted for Racist Posting, BANGKOK POST, Oct.
27, 2005); see also Richard Winfield & Kristin Mendoza, Does China Hope to Remap the
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view of China's Internet-pyramid paradigm and censorship practices
would possibly lead to the inference that privacy rights are nonexistent
in China. Culturally, China has recognized a substantive right to privacy
traced back to ancient China.'44 In addition, the contemporary Chinese
Constitution provides for freedom of speech (article 35), freedom of
religion (article 36), freedom of person (article 37), freedom from insult
(article 38), freedom of the home (article 39), and privacy (article
40).145 China, dissimilar to the United States, has the word "privacy" in
its Constitution. 146 Article 40 for privacy of correspondence provides:

No organization or individual may, on any ground, infringe upon
the freedom and privacy of citizens' correspondence except in
cases where, to meet the needs of State security or of
investigation into criminal offenses, public security of
procuratorial organs are permitted to censor correspondence in
accordance with procedures prescribed by law.147

China's Constitution clearly specifies that there is a constitutional
right to privacy in China, although that right is not absolute. After its
adoption, and between 1982 and 2000, China's Constitution has been
amended four times to accord human rights, due process, and an
impartial legal system.148 Similar to constitutional rights in the United
States, an individual's privacy rights in China are balanced against
governmental interests.' 9 In China, the interests balanced against an

Internet in Its Own Image?, 2 J. INT'L MEDIA & ENT. L. 85, 94 (2008) (indicating that countries
throughout Asia, the Middle East, and Africa filter the Internet using U.S.-made technology).

144. See generally An International Survey of Privacy Laws and Practice, GLOBAL
INTERNET LIBERTY CAMPAIGN, http://www.gilc.org/privacy/survey/intro.html (last visited Sept.
21, 2012).

145. See XIANFA arts. 35-40 (1982) (China), translated at http://english.people.com.cn/
constitution/constitution.html.

146. See ALDERMAN & KENNEDY, supra note 142, at xiii (stating, "The word 'privacy'
does not appear in the United States Constitution."). In the United States, privacy is more wide-
ranging and has roots in common law, constitutional interpretation, statutes and international
law. See DANIEL J. SOLOVE & MARC ROTENBERG, INFORMATION PRIVACY LAW 2 (2006); see also
ROBERT ELLIS SMITH, COMPILATION OF STATE AND FEDERAL PRIVACY LAW, at xii (1998)

(describing U.S. state and federal privacy laws).
147. XIANFA art. 40.

148. See Mark Moedritzer et al., Judgments 'Made in China' but Enforceable in the
United States?: Obtaining Recognition and Enforcement in the United States of Monetary
Judgments Entered in China Against US. Companies Doing Business Abroad, 44 INT'L LAW.
817, 823 (2010).

149. See Camara v. Mun. Court, 387 U.S. 523, 536-37 (1967) (stating that "[Tlhere can be
no ready test for determining reasonableness other than by balancing the need to search against
the invasion which the search entails .... ); see also Russell L. Weaver, The Internet, Free
Speech, and Criminal Law: Is it Time for a New International Treaty on the Internet?, 44 TEX.
TECH L.R. 197, 200 (2011) (indicating that constitutional rights, such as the right to expression,
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individual's privacy right are enumerated in article 40 and include
"needs of State security or of investigation into criminal offenses, [and]
public security of procuratorial organs. . . ." so The Chinese government
has emphatically stated it has a legitimate interest in quashing
dissidents, maintaining social order, and screening information that is
politically harmful to the state.1 st Privacy vis-a-vis state security is
demonstrated in a popular case arising out of the 1989 Tiananmen
Square protest.

Political activist Huang Qi published information about the 1989
Tiananmen Square crackdown on his web site, and the Chinese
government charged him with "subverting state power" and he faced a
sentence of life imprisonment.152 The Chinese government indicated
that although the Internet has healthy and beneficial information, it also
contains information that is reactionary, superstitious, and
pornographic.153 The government vowed to battle the "enemies of the
state" who use the Internet to undermine the state, and promulgated
regulations restricting the "transfer of state secrets on bulletin board
systems, in chat rooms or through Internet news groups."154 The
rationale is that social control through a Communist dictatorship is the
key towards a successful democracy. 5 5 The Chinese government's
position complies with the WSIS recognition that the global information
society should be in conformity with the domestic laws of each country
and that a country has legitimate reason to combat cyber-security,
cybercrime, and to perpetuate social development and national laws.

China is a rather unique country due to its population, and the harsh
reality is that individual rights may yield to overall social harmony.
With a population of 1.295 billion people in 2000, and gowing, China
has particular concerns distinct from U.S. concerns.I The Beijing-

are not absolute in any country) (internal citations omitted).
150. XIANFA art. 40.
151. See generally Steven Schwankert & Jonathan S. Landreth, China Tightens Control

Over Web Site Publishing, VIRTUAL CHINA, http://www.virtualchina.com/news/jan00/0128/
012800-regulation2-ss-jsll.html (noting that laws promulgated in China balance individual
rights against the state's interests).

152. See China Says Provinces Setting Up Internet Police, REUTERS, Aug. 6, 2000,
available at http://archives.cnn.com/2000/ASIANOW/east/08/05/internet.china.reut/.

153. See China Vows to Battle "Enemy Forces" on Internet, REUTERS, Aug. 9, 2000,
available at http://www.insidechina.com/news.php3?id=187292.

154. Schwankert & Landreth, supra note 151.
155. CHIH-YU SHIH, COLLECTIVE DEMOCRACY: POLITICAL AND LEGAL REFORM IN CHINA 59

(1999).
156. Li Li, Charting Population Shifs China's Once-In-A-Decade Census Will Release

Information Essential For Making Policies, BEIJING REv., Nov. 18, 2010, at 22-23, available at
http://www.bjreview.com.cn/nation/txt/2010-11/15/content_312127.htm# (providing the
following population growth data in China in 1963, 580 million; in 1964, 690 million; in 1982,
1.03 billion; in 1990, 1.13 billion).
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based web-browser Maxathon (which means maximum), depicts an
example of China's exponential population growth. In 2009, Maxathon
was among the world's largest Internet browsers after Internet Explorer,
Firefox, Safari, and Google.' 57 With such a massive population and such
high Internet usage, China will continue its practice of monitoring. Even
before the Internet and its population growth, China has monitored its
citizens. In fact, China's monitoring of citizens dates back to the 4th
century B.C. while its huge population dates back to 1600 A.D.1 59

Consequently, the American concept of self is rooted in individualism,
while the concept of self in Chinese tradition places a higher value on
group cooperation.160 A well-known Chinese expression is "He' wi'e
gui," which translates into "harmony is priority." This expression
reflects the reality that, culturally, China prefers stability over
revolution.161

When viewed with the WSIS as a backdrop, China's domestic policy
of "cyber-snooping" comports with WSIS standards. Network security
is inextricably linked to state security due to the prevalence of economic
transactions on the Internet and the terrorist and other criminal threats to
those transactions. In fact, China's enormous economic growth since
1970 has precipitated threats to state security such as massive illicit
economies and organized crime.162 Under the rationale of state security,

157. Tang Yuankai, Browsing to the Max: A Beiing-Based Web Browser is Gaining
Global Market Share, BEIJING REV., Dec. 10, 2009, at 42, available at http://www.bjreview.
com.cn/e-mail/2009-12/07/content_233544.htm.

158. W.J.F. Jenner, China and Freedom, in ASIAN FREEDOMS: THE IDEA OF FREEDOM IN
EAST AND SOUTHEAST ASIA 65,75-76 (David Kelly & Anthony Reid eds., 1998).

159. See JONATHAN D. SPENCE, THE SEARCH FOR MODERN CHINA 7 (2d ed. 1999).

In the year A.D. 1600, the empire of China was the largest ... of all the unified
realms on earth. The extent of its territorial domains was unparalleled at a time
when Russia was only just beginning to coalesce as a country, India was
fragmented . . . and a grim combination of infectious disease and Spanish
conquerors had laid low . . . the empires of Mexico and Peru. And China's
population of some 120 million was far larger than that of all the European
countries combined.

Id.
160. See Some General Differences Between Chinese and American Cultures, PRE-

DEPARTURE ORIENTATION FOR CHINESE STUDENTS, http://china-nafsa.aief-usa.org/culture/
differences.htm (last visited Sept. 27, 2012).

161. Dear President, WIRED 160, 163 (Oct. 2008), available at http://www.wired.con
politics/law/magazine/16-10/si intro.

162. Vanda Felbab-Brown, The Political Economy ofIllegal Domains in India and China,
43 INT'L LAW. 1411, 1415-20 (2009); see also Peter K. Yu, Enforcement, Economics and
Estimates 6 (Drake Univ. Law Sch. Research Paper No. 11-27, 2010), available at http://ssrn.
com/abstract- 1711184 (stating that China is an ideal environment for pirates and counterfeiters
because, globally, China makes 70% of the world's toys, half its shoes, a third of its luggage,
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China would be in compliance with the WSIS in enforcing government
snooping, site blockage, eradication of spam, and restrictions on foreign
encryption technology by corporations.

In addition, China's government surveillance has also been linked to
micro-blogs, in which the government regulations require users to
register using their real names and personal information.' 63 Arguably,
such regulations threaten free speech, yet, were proper under the WSIS
when designed-from the China governmental policy perspective-to halt
the plague of harmful rumors, which damage both individual and public
rights and interests.164 The required real name and personal information
registration for micro-blogs by the Chinese government fosters what
China would term a "responsible" Internet. Thus the right of anonymity
is inextricably bound to coordinate concerns of individual autonomy
and accountability. 16 5 In zealous fashion, China imposes Ann Well
Branscomb's paradigm by embracing the strong position that persons
should be responsible for Internet communications.

Ann Wells Branscomb defines anonymity as the point where "no one
could trace the source of an electronic message."' 6 She linked privacy
law to autonomy, which she defined as "the right to exert some
modicum of control over one's electronic environment."16 1 She further
stated, "Accountability refers to the acceptance of responsibility for
one's actions." In her paradigm, Branscomb seeks to effectuate a
balance between Internet-based communications and responsible social
behavior on the Internet. She essentially posits that there is a need for
guiding principles and ethical standards. She would essentially advocate
for rules governing Internet communications. Her approach of
regulating speech, however, sparks criticism. With the backdrop of a
multi-cultural society, the United States has historically grappled with
the right to free speech versus the right of the victim of such speech.169

An ample retort is that although one person may have the desire to

half of its microwave ovens, a third of its TVs and air conditioners, a quarter of its washers, a
fiflh of its refrigerators).

163. See Kristen Farrell, The Big Mamas are Watching: China's Censorship of the Internet
and the Strain on Freedom of Expression, 15 MICH. ST. J. INT'L L. 577, 584-88 (2007)
(discussing how China censors and requires customer's personal information).

164. Shigong, supra note 117.
165. See Anne Wells Branscomb, Anonymity, Autonomy, and Accountability: Challenges

to the First Amendment in Cyberspaces, 104 YALE. L.J. 1639, 1641-45 (1995) (examining the
conflicts and questions the First Amendment provokes in cyberspace).

166. Id. at 1641.
167. Id at 1644.
168. Id. at 1645.
169. See JEANNINE BELL, POLICING HATRED: LAW ENFORCEMENT, CIVIL RIGHTS AND HATE

CRIME 19 (2004) (arguing that the Supreme Court has taken the position that the state may
punish discriminatory conduct, but not solely punish hate speech).
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communicate anonymously, that same person may have to accept
responsibility for certain actions to facilitate a true democracy.170 As
eloquently stated, by Richard Delgado, "words do cause harm."l71
Where morals and advocacy fail codification of law may be

172appropriate.
China's regulations structured to protect individual and public

interests comply with the WSIS Declaration. Globally, Internet
surveillance has become a means of warfare to preserve the state.173

China's position was amply depicted by Jichuan Wu, head of the
Ministry of Information Industry (MII), who once remarked there is no
conflict between Internet access for Chinese citizens and censorship.174

His view is in direct opposition to the U.S. perspective espoused by
Justice Potter Stewart, dissenting in Ginzburg v. United States, in which
he stated, "[c]ensorship reflects a society's lack of confidence in itself.
It is a hallmark of an authoritarian regime ....

The U.S. cases dealing with Internet speech have sought to
encourage free speech on the Internet despite the harm to individual
interests. In 1991, the U.S. District Court for the Southern District of
New York decided in Cubby, Inc. v. CompuServe, Inc. that an ISP
lacked liability for hosting defamatory content on one of its forums
because ISPs are distributors rather than publishers of information.176

Furthermore, CompuServe, as an ISP, did not know or have reason to
know of the defamatory content.17 7

In 1995, the New York Supreme Court held in Stratton Oakmont,

170. In a true democracy, governments must regulate behavior. See Robert Post, Racist
Speech, Democracy, and the First Amendment, 32 WM. & MARY L. REV. 267 (1991), reprinted
in HENRY Louis GATES ET AL., SPEAKING OF RACE, SPEAKING OF SEX: HATE SPEECH, CIVIL

RIGHTS, AND CIVIL LIBERTIES 115 (1994).
171. RICHARD DELGADO & JEAN STEFANCIC, UNDERSTANDING WORDS THAT WOUND

(2004); see also LAURA J. LEDERER & RICHARD DELGADO, THE PRICE WE PAY 4-5 (1995)
(stating that physical wounds can harm, but psychological wounds are lifelong).

172. See JON B. GOULD, SPEAK No EVIL: THE TRIUMPH OF HATE SPEECH REGULATION 66-
67 (2005) (providing a sphere of formal law and social pressure which encompasses moral
views, contact zones representing advocacy in a free society, and codified law).

173. See generally FRANK WEBSTER, THEORIES OF INFORMATION SOCIETY 52-73 (1995).
174. Compare ROBERT BURDERI & GREGORY T. HUANG, GUANXI (THE ART OF

RELATIONSHIPS) MICROSOFT, CHINA, AND BILL GATE'S PLAN TO WIN THE ROAD AHEAD 57
(2006), with S. David Cooper, The Dot.Com(munist) Revolution: Will the Internet Bring
Democracy to China?, 18 UCLA PAC. BASIN L.J. 98, 108 (2000) (arguing that censorship of the

Internet will cause the fall of China's communist system), and John H. Taylor, The Internet in

China: Embarking on the "Information Superhighway" With One Hand on the Wheel and the
Other on the Plug, 15 DICK. J. INT'L L. 621, 639-40 (1997) (predicting the exchange of ideas
among students on the Internet will circumvent China's governmental controls over the
Internet).

175. Ginzburg v. United States, 383 U.S. 463, 498 (1966) (Potter, J., dissenting).
176. Cubby, Inc. v. CompuServe, Inc., 776 F. Supp. 135, 140 (S.D.N.Y. 1991).
17 7. Id.
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Inc. v. Prodigy Services Co., that an ISP was liable for defamatory
speech on its bulletin board by an unidentified user.178 In Stratton, the
court decided the ISP was a publisher because it exercised editorial
control over the content of its bulletin board messages via guidelines,
enforcement of those guidelines, and the removal of offensive
language.' 79 The Stratton case proved to be an aberration. In response to
ISP liability under Stratton, Congress promptly enacted the 1996
Communication Decency Act (CDA) to address ISP liability.'8s The
CDA effectively overruled Stratton and eliminated ISP liability. The
findings and policies behind the CDA were to foster a free Internet, true
diversity of political discourse, minimize government regulation,
promote the development of the Internet, maximize user control,
remove user disincentives, and ensure enforcement of federal criminal
law.' 8 1

The CDA's practical application was enforced a couple of years after
Stratton in Zeran v. America Online, Inc.182 In Zeran, an anonymous
message was posted six days after the 1995 Oklahoma City bombing.183

Zeran had nothing to do with the bulletin board posting.'8 The message
advertised items, which glorified the bombing and encouraged
interested persons to contact Zeran. His home phone number was
posted on the message bulletin board.186 Zeran contacted his ISP, which
was AOL, and asked that AOL remove the posting, with which AOL
complied.' 87 The content reemerged and Zeran again asked for its
removal, and again the AOL complied.' 88 A radio announcer read the
message on an Oklahoma radio station and encouraged listeners to call
the telephone number.'89 At that time, Zeran received threatening phone
calls approximately every two minutes. 190 Zeran sued the ISP and the
radio station for the defamatory remarks.191 The Court held that Zeran

178. Stratton Oakmont, Inc., v. Prodigy Servs. Co., 1995 WL 323710, at *4 (N.Y. Sup.
May 25, 1995), superseded by statute as stated in Shiamili v. Real Estate Grp. of N.Y., Inc., 929
N.Y.S.2d 19 (N.Y. 2011).

179. Stratton Oakmont, 1995 WL 323710, at *4.
180. Communications Decency Act of 1996, 47 U.S.C. § 230 (2012).
181. Id. §230(b).
182. Zeran v. Am. Online, Inc. 129 F.3d 327, 330 (4th Cir. 1997) (holding section 230 of

the CDA provides immunity for ISPs from any information generated by a third party); see also
Blumenthal v. Drudge, 992 F. Supp. 44, 49-50 (D.D.C. 1998).

183. Zeran, 129 F.3d at 329.
184. Id.
185. Id.
186. Id.
187. Id.
188. Id.
189. Id.
190. Id.
191. Id.
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was barred because the CDA provides ISPs with virtually absolute
192immunity.

The U.S. position of a free-Internet lacking ISP liability is contrary
to China's position. In China, democracy is based on Communist
dictatorship. The United States would be remiss to embrace the position
that western democratic ideas will prevail in the Asian political
governing structures. 193 Contrary to the U.S. position of absolute
immunity for ISPs and a lack of recourse for the victim, as in the Zeran
decision, China takes a different approach towards ISP liability. China
controls the Internet to prevent confusion, regulate content, protect
national security, and promote economic growth.194 China holds ISPs
responsible for their wrongful conduct.' 95 The measures China enacted
related to content were designed to do the following: protect the
Constitution; avoid threats to national security, prevent divulgence of
state secrets, quash subversive conduct; honor state interests; prohibit
hatred, race discrimination, and damage to unity among nationalities;
foster the state's religious policies and restrict evil cults or feudal
superstitions; protect against rumors and disruption to social order or
social stability; and prohibit obscenity, pornography, gambling,
violence, murder, or other criminal activities. 96 Viewed as a cultural
difference, the U.S. approach of individualism is contrary to the Chinese
approach of community interdependence and responsibility.197 The
WSIS standards are not in conflict with ISP liability because such
liability protects individual rights, fosters economic development, and
allows for the exercise of sovereign rights.

China's form of government falls short of atypical. Many Asian
systems of government have been entrenched in cultural values
inextricably bound to economic and political developments and
assertive leadership.198 Charismatic and assertive leaders, for example,

192. Id. at 335. Section 230 has provided immunity for more than ISPs. The immunity has
extended to blogs, online forums, auction sites, parties forwarding defamatory emails,
publishers, and entities that edited user reviews. See Catherine R. Gellis, 2011 State of the Law
Regarding Website Owner Liability for User-Generated Content, 67 Bus. LAw. 305, 306-09
(Nov. 2011).

193. Jose E. Alvarez, Contemporary Foreign Investment Law: An "Empire ofLaw" or the
"Law ofEmpire?," 60 ALA. L. REv. 943, 947 (2009).

194. Hong Xue, The Voice of China: A Story of Chinese Character Domain Names, 12
CARDOZO J. INT'L & COMP. L. 559, 575-82 (2004).

195. See John V. Grobowski & Yiquiang Li, Tort Liability Law of the People's Republic
of China, MARTINDALE.COM (Feb. 1, 2010), http:www.martindale.com/government-law/article_
Faegre-Benson-LLP_916960.htm.

196. Xue, supra note 194, at 578-79.
197. See JOHN W. HEAD, CHINA'S LEGAL SOUL: THE MODERN CHINESE LEGAL IDENTITY IN

HISTORICAL CONTEXT 104 (2009) (exploring how China filters external influences).
198. See ADEL SAFTY, LEADERSHIP AND DEMOCRACY 228 (2004) (discussing the

correlation between Asian values and democracy).
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have dominated contemporary politics in certain Asian systems with
leaders who have exercised centralized power with supreme authority.
Such notable leaders include: Chiang Kai-shek (Taiwan), Mao Tse-tung
(China), Kim II Sung (North Korea), Chi Minh (Vietnam), Lee Kuan
(Singapore), Norodom Sihanouk (Cambodia), Ferdinand Marcos
(Phillipines), Jawaharlal Nehru and Indira Ghandhi (India), Ne Win
(Burma), and Sukarno (Indonesia).199 In the main, there is a tendency in
Asia to embrace a concept of democracy based on harmony and
cooperation rather than the western model of democracy based on
individualism, competition, and confrontation. 200 Cultural or traditional
values, mutual aid, harmony, cooperation, centralized and strong
government, and charismatic leadership better defines Asian politics
more than the individualism and individual rights advocated in the
United States.

Global democracy, as a result has a distinct sinicism in the new
millennium. Perhaps China's economic and political perspective is
amply articulated by the statement by Deng Xiaoping: "Black cat, white
cat, all that matters is that it catches mice."201 Ideology is unimportant,
all that matters is China's economic growth. China's intent to raise the
living standards of its citizens was articulated by former President Deng
Xiaopng's statement in the early 1990s when he stated, "To get rich is
glorious."202 The WSIS participants stressed economic growth, fair
competition, investment opportunities, property protection,
transparency, democracy, fundamental values, and freedom of

199. Id.
200. Id. at 230; see also B.V. RAO, HISTORY OF ASIA FROM EARLY TIMES TO THE PRESENT

(2005) (outlining the Asia's subversion of democracy). In addition, Asian economic
interdependence impacts the Asian political climate. See Robert Sutter, Asia in the Balance:
America and China's "Peaceful Rise," in CHINA CONTEMPORARY POLITICAL, ECONOMIC, AND

INTERNATIONAL AFFAIRS 72-73 (2007).
201. THOMAS FRIEDMAN, HoT, FLAT, AND CROWDED 344 (2008). In the spirit of fostering

economic growth, China has invested heavily worldwide, surpassing Japan's economy, and it is
in contention with the United States to become the largest economy in the world. See Lutz-
Christian Wolff, Chinese Investments Overseas: Onshore Rules and Offshore Risk, 45 INT'L

LAW. 1029, 1030-32 (2011).
202. TIM CLISSOLD, MR. CHINA 25 (2005) (describing the trials and tribulations of

conducting business in China). In China, the conception of law is different from the U.S.
conception of law. As one author noted, in Western societies, "The law protects the rights of
citizens and permits those citizens to shape their conduct in the knowledge that the law will be
applied fairly, consistently and predictably. However, . . . in China, law follows policy rather
than having an independent status." James Hugo Friend, The Rocky Road Toward the Rule of
Law in China: 1979-2000, 20 N.W. J. INT'L L & Bus. 369, 373 (2000). Professor Ronald
Dworkin has stated that while western nations focus on individual rights, Asian nations focus on
the economic and social needs of its citizens. See Charles Li, Internet Control in China, 8 INT'L
J. COMM. L. & POL'Y 1, 10 (2004) (referencing Dworkin's remarks made after human rights
lectures in China).
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expression.203 However, they further specified that "governments should
intervene to correct market failures, to maintain fair competition, to
attract investment, to enhance the development of the ICT infrastructure
and applications, to maximize economic and social benefits, and to
serve national priorities."204 Underpinning this lofty lan uage is a focus
on economic and social benefits and national priorities. The Chinese
government has a legitimate claim within the WSIS that their unique
form of democratic-dictatorship is necessary to maximize economic and
social benefits, maintain social harmony, foster economic progress, and
secure a national priority of social stability. China's focus on social
harmony and economic prosperity has legitimacy. Furthermore, China's
democratic-dictatorship is in agreement the WSIS Summit's
participants' emphasis that ICTs must comply with principles of
legality, national laws and regulation, and relevant international
agreements for the benefit of their pogulations and the preservation of
cultural identities and cultural heritage. 06

The corollaries of a democratic dictatorship are the aspects of
culture, written language, philosophy, and tradition. Concerning written
language, it has been proposed, "[b]ecause each Chinese ideograph
carries from its cultural past its own distinct connotations . . . the
Chinese script proved a major barrier to . . . foreign ideas and values in
the Chinese culture."207 In effect, foreign ideas such as "western
democracy" could only reach the Chinese through cultural filters. Such
filters are culturally strong as depicted in China's view that economic
prosperity is possible without accepting democratic substantive
processes.208 Clearly, the United States and China differ in approach.
However, the world community through the WSIS in both Geneva and
Tunis deem that both the United States and China are correct in the
realm of Internet governance.

203. Draft Declaration, supra note 63.
204. See id. (emphasis added).
205. China's tremendous post-colonial efforts and economic growth is both intense and

expansive. China has perpetuated a "no strings attached" approach as it deepens its economic
ties with African countries such as Chad, Angola, Nigeria, Ivory Coast, Congo and Guinea. See
generally Howard W. French & Lydia Polgreen, China, Filling a Void, Drills for Riches in
Chad, N.Y. TIMES, Aug. 13, 2007, at Al, A9.

206. See Draft Declaration, supra note 63.
207. JOHN W. HEAD & YANPING WANG, LAW CODES ON DYNASTIC CHINA 83 (2005).
208. See WILL HUTrON, THE WRITING ON THE WALL 214 (2006) (arguing that China would

wrong to embrace such an assumption).
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