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BITCOIN AND GOVERNMENT: EMERGING ISSUES IN LAW AND

INTRODUCTION

Bitcoin is the world's first decentralized digital currency.' According to Lawrence Lessig, cryptography is "the most important
technological breakthrough in the last one thousand years" and will be
A

R

Gregory M. Karch graduated cum laude from Florida A&M University College of

Law in 2015. He is currently enrolled as an LLM candidate in Business Transactions at the
University of Alabama. He received his Bachelor of Arts degree from Colorado State University and a Master of Public Administration degree from Troy University. The author
would like to thank his family for sacrificing the time necessary to research and write on
digital currency and Professor Ronald T. Griffin for his insight and assistance in researching and writing this note.
1.
JERRY BRITO & ANDREA CASTILLO, BITCOIN: A PRIMER FOR POLICYMAKERS 3 (2013),
available at http://mercatus.org/sites/default/files/Brito-BitcoinPrimer vl.3.pdf. But see
Simms, infra note 254 (noting that the IRS issued Notice that virtual currency be treated as
property); see also Boring, infra note 258 (explaining that the Virtual Currencies Tax Re-
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transformative. 2 Bitcoin, capitalizing on cryptography, is a revolutionary digital currency protocol-a software system capable of tracking
financial transactions without the need for a third party intermediary.3 The Bitcoin software is a "community-driven open source project
'4
released under an MIT license.
Two key technologies embodied in the Bitcoin protocol are the
6
5
technological innovations known as cryptography and the blockchain.
Bitcoin is designed using cryptography and blockchain technology to
control the creation and transfer of money, rather than relying on
central authorities.7 Cryptography and the blockchain are the foundational technologies accomplishing the tracking of transactions
without requiring third party verification., The market capitalization
of the emerging Bitcoin protocol in the spring of 2014 was estimated to
exceed $10 billion.9 The future potential market for crypto-currency
software technology includes everyone using money and the market
capitalization of the current Bitcoin protocol has the potential for exponential growth. 10
In an April 4, 2014, interview, Jeff Garzik, one of the current
core developers of the Bitcoin system, described Bitcoin as "programform Act proposed by Congressman Steve Stockman suggests directing the IRS to treat
Bitcoin and virtual currencies as currency for federal tax purposes).
2. John Palfrey, Security and the Basics of Encryption in E-Commerce, BERKMAN
CENTER FOR INTERNET & Soc'y, http://cyber.law.harvard.edu/ecommerce/encrypt.html (last
visited May 27, 2015).
3. BRITO & CASTILLO, supra note 1, at 4.
4. "The MIT license is a free software license originating [from] the Massachusetts
Institute of Technology. [The MIT license] is a permissive free software license, meaning it
permits its use within proprietary software provided all copies of the licensed software in-

clude a copy of the MIT License Terms ....

See

OPEN SOURCE INITIATIVE

http://opensource

.org/licenses/mit-license.php (last visited Aug. 23, 2015); see also BITCOIN https://bitcoin.org/
en/download (last visited Aug 23, 2015).
5. BRITO & CASTILLO, supra note 1, at 5 (explaining that the public-key cryptography
underlying the Bitcoin protocol consists of the assignment of two "keys" to each user, one
private key that is kept secret like a password to authorize transfers and one public key that
can be publicly shared and identifies the user).
6. See infra Sect. I. A. (describing the blockchain as a public, distributed ledger
achieved through public-key cryptography, whereby each time-stamped transaction is recorded in the block chain and verified by each server in the network; once verified by the
decentralized network of servers, the transaction is permanently recorded in the
blockchain).
7. Id.
8. Sotoshi Nakamoto, Bitcoin: A Peer-to-PeerElectronic Cash System, BITCOIN, https://
bitcoin.org/bitcoin.pdf (last visited May 27, 2015).
9. BRITO & CASTILLO, supra note 1, at 1 (citing financial information provided by and
available at bitcoincharts.com).
10.
Blake Cantrel, Are Cryptocurrencies in a State of War?, COINDESK (Apr. 5, 2014),
http://www.coindesk.conmare-cryptocurrencies-state-of-war/.
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mable money."" The applications for programmable money are
2
transformative, far wider than simply Bitcoin as a digital currency.'
The current use of Bitcoin merely exposes the tip of the iceberg. To
think of the Bitcoin protocol as mere property or merely an asset is to
profoundly miss the true scope of the software technology behind
Bitcoin. To think of Bitcoin as merely a digital currency is unnecessarily limiting. Even considering Bitcoin an international currency or a
convenient payment system still falls short of recognizing the full potential application of Bitcoin technology. Bitcoin is all of these things
at the same time and much more. The potential for Bitcoin, while substantial as digital currency, a payment system, and/or an international
online digital currency, is not limited to just its value as a form of currency.13 The truly transformative characteristic of Bitcoin is the ability
to build upon the Bitcoin protocol-crypto-currency combined with the
underlying block chain technology-to create programmable money
and programmable contracts. 14 While the recognition and implementation of Bitcoin use in late 2013 and throughout 2014 is expanding
rapidly, current applications are quite limited compared to the future
capability.' 5 The recognition of Bitcoin's multi-functional potential currently appears to be overlooked in initial regulatory approaches
16
advanced by governments across the globe.
As an open-source, peer-to-peer digital currency, Bitcoin operates as "online cash" over a decentralized network. 17 Until the
development of Bitcoin and other online digital currencies, the internet
lacked efficient payment systems between internet consumers.',
Credit cards were developed well before the internet and neither credit
cards nor the traditional banking payment systems were designed for
11. Jerry Brito, Jeff Garzik on Bitcoin Development, SURPRISINGLY FREE (Mar. 5, 2014),
http://surprisinglyfree.conV2014/03/25/garzik/.
12. Bitcoin, upper case, refers to the blockchain and the technology behind the online
currency and bitcoin, lower case, refers to the currency itself. See Edmund Ingham, A
Crypto Currency Backed By Gold? How Retail Gold Investors Can Benefit From Bitcoin's
Technology, FORBES (Aug. 8, 2011), http://www.forbes.consites/edmundinghan2014/08/11/

a-crypto-currency-backed-by-gold-how-retail-gold-investors can-benefit-from-bitcoins -tech
nology/.
13. Id.
14. Palfrey, supra note 2.
15. State of Bitcoin Q2 2014 Report Reveals ExpandingBitcoin Economy, COINDESK
(July 10, 2014), http://www.coindesk.conmstate-of-bitcoin-q2-2014-report-expanding-bitcoineconomy/.
16. Brian Cohen, JPMorgan Chase Building Bitcoin-Killer, LET'S TALK BITCOIN (Dec.
9, 2013), http://letstalkbitcoin.com/jpmorgan-chase-building-bitcoin-killer/#.U2Jzn ldXel
[hereinafter JP Morgan].
17. BRITO & CASTILLO, supra note 1, at 3-4.
18. JP Morgan, supra note 16.
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use with the internet. 19 Bitcoin's development leads to increased efficiency in online payments and transactions, designed specifically to
work seamlessly with the internet. 20 Unlike traditional credit cards,
the fundamental design of Bitcoin is geared specifically for internet
use, allowing Bitcoin to evolve into more than just a digital online
currency. Bitcoin as a protocol for a digital payment system, programmable money, and programmable contracts may well "revolutionize
how money exchanges hands across the world" 2 1 and policymakers
must take care to understand the dynamic technology. Innovative public policymaking is critical to avoid stifling regulations and the risk of
harming the innovation that promises to improve efficiency in commerce across the globe.
Bitcoin is managed by a group of core developers, including
Gavin Andresen, Jeff Garzik, and others, managing the software protocol through Github 22 pulls. 2 3 Bitcoin operates as a meritocracy, like
most open source projects, which rely on community consensus regarding the merit of any improvement or modifications. 2 4 According to
Garzik, each individual contribution is valued only if the participants
establish a consensus regarding its value. 25 Bitcoin was initially said
to have been developed in 2008 by an unknown programmer named
Satoshi Nakamoto. 2 6 Bitcoin is not the only game in town. There are
19.
20.
21.
Store of

Id.
Id.
Saumya Vaishampayan, J.P. Morgan's Jamie Dimon Says Bitcoin is a "Terrible
Value", MARKETWATCH (Jan. 23, 2014), http://blogs.marketwatch.comnthetell/2014/

01/23/j-p-morgans-j amie-dimon-says-bitcoin-is-a-terrible-store-of-value/.
22. GitHub is a web-based hosting service for collaborative code sharing. The site was
originally founded by Tom Preston-Werner, Chris Wanstrath, and PJ Hyett. See About

GitHub, https://github.conmabout (last visited May 27, 2015).
23.
Danny Bradbury, Bitcoin Developer Jeff Garzik on Satoshi Nakamoto and the Future of Bitcoin, COINDESK (July 9, 2013), http://www.coindesk.com/bitcoin-developer-jeff-

garzik-on-satoshi-nakamoto-and-the-future-of-bitcoin/.
24.
25.
26.

Id.
Id.
BRITO & CASTILLO, supra note 1, at 3. BusinessWeek magazine claims to have lo-

cated and interviewed Satoshi Nakamoto in early 2014. Other media around that time
harassed the namesake, even forcing Nakamoto to flee reporters in a high speed chase in
March of 2014. More recently, language linguistic experts concluded that the original white
paper was penned by blogger and former George Washington University law professor Nick
Szabo. For now, the mystery remains unresolved. See Salvador Rodriguez, DorainSatoshi
Nakamoto Chased by Reporters, Denies FoundingBitcoin, L.A. TIMES (Mar. 6, 2014), http:ll
www.latimes.conbusiness/technology/la-fi-tn-bitcoin-founder-la-chased-20140306,0,36929
33.story#ixzz2vev4bxDc; see also Allison Griswold, Another Fatherof Bitcoin?, SLATE (Apr.
16, 2014), http://www.slate.com/blogs/moneybox/2014/04/16/nick-szabo-bitcoin forensic-lin

guistics analysis from suggests he wrote.html (reporting that researchers from Aston
University ran a comprehensive forensic linguistics analysis and identified Nick Szabo as

the digital currency's "probable creator").
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other competing digital currencies, such as dogecoin, 27 litecoin, 2 and
peercoin. 29 There are many other emerging digital currencies, each
competing for market share as digital currencies.3 0 In addition, JP
Morgan Chase ("Chase") has been working on its own versions of digital currency, though without mentioning Bitcoin or crypto-currencies
in its application. 3 ' Similar to Bitcoin, the Chase application touches
on some of the innovative uses of digital currencies in its patent application. 3 2 Despite Chase pursuing its own digital currency, one of
Bitcoin's distinguishing features is that Bitcoin exists without the con33
trol of a central authority-no government and no central bank.
Notably, the attempt by Chase, as the largest member of the Federal
Reserve Board, to devise a competing centralized digital currency ap3 4
pears to lend some support to the efficacy of digital currencies.

27.
Nathan Ingraham, Bitcoin is so 2013: Dogecoin is the New Cryptocurrency on the
Block, THE VERGE (Dec. 16, 2013), http://www.theverge.conV2013/12/16/5216862/bitcoin-isso-2013 -dogecoin-is-new-crypto-currency-on-the-block (describing Dogecoin as an alternative cryptocurrency differing from Bitcoin by creating new coins every minute and having a
total number of coins to be issued of one billion; new bitcoin is issued every ten minutes and
is limited to twenty-one million. Dogecoin was originally created as a joke).
28.
What is the Difference Between Litecoin and Bitcoin?, COINDESK, http://www.coin
desk.conminformation/comparing-litecoin-bitcoin/ (last updated Apr. 2, 2014) (explaining
Litecoin as an alternative cryptocurrency differing from Bitcoin by creating new coins every
2.5 minutes with a total number of coins set at 84 million; Litecoin has been called the silver
to bitcoin, where bitcoin is gold. In addition, Litecoin has an important difference in that it
works on a different proof of work algorithm in an attempt to speed up transaction time).
29.
Danny Vega, Bitcoin vs. Litecoin vs. Peercoin vs. Ripple vs. Namecoin, HEAVY (Dec.
2, 2013), http://heavy.com/tech/2013/12/bitcoin-vs-litecoin-peercoin-ripple-namecoin/ (noting
that Peercoin is said to be more environmentally friendly, using a proof-of-stake/proof-ofwork model that is more energy efficient, and Peercoin is also centralized, using a centralized checkpoint, and inflationary; there is no limit to the number of Peercoin that can be
issued).
30. Cantrel, supra note 10.
31. JP Morgan, supra note 16.
32. U.S. Patent Application No. 20130317984 (filed Nov. 28, 2013).
[T]he present invention represents a new paradigm for effectuating electronic payments that leverages existing platforms, conventional payment infrastructures and
currently available web-based technology to enable e-commerce in both the virtual
and physical marketplace. The concept provides a safe, sound, and secure method
that allows users (consumers) to shop on the Internet, pay bills, and pay anyone
virtually anywhere, all without the consumer having to share account number information with the payee. Merchants receive immediate payment confirmation through
the Electronic Funds Transfer (EFT) network so they can ship their product with
confidence that the payment has already been received. The present invention further enables small dollar financial transactions, allows for the creation of "web cash"
as well as provides facilities for customer service and record-keeping ....
Id.
33. Vaishampayan, supra note 21.
34. JP Morgan, supra note 16.
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In the United States, Bitcoin's expansion into the mainstream
economy is gaining traction.3 5 In February of 2014, the Wall Street
Journal announced a new feature in its MoneyBeat section called
"BitBeat."3 6 BitBeat provides a daily roundup of Bitcoin news, notes
and thoughts.3 7 A search for Bitcoin news will turn up stories on
Bitcoin, many of which are focused on negative stories, vilifying Bitcoin
and contributing to a generally negative public view of Bitcoin.
Bitcoin's notorious association with money laundering and drug dealing created an initially negative perception of digital currencies as a
tool of criminals.38 The industry is taking steps to promote digital currencies, advocate for progressive regulation, and change the negative
39
perception of digital currencies.
In July 2014, the Electronic Chamber of Commerce was formed
in Washington, D.C., and the Bitcoin Political Action Committee was
formed in August 2014.40 The purpose of the Chamber of Digital Commerce is to represent the industry in Washington, D.C., by providing
responses to press inquiries, explain to the government and the public
how digital commerce contributes to society, and promote the acceptance and use of digital currencies and digital assets. 41 The Bitcoin
Foundation, an organization formed to "fund development of Bitcoin
Core and create new avenues for people to participate in the bitcoin
project," initially stepped up its efforts in preparation for lobbying and
influencing policymakers working to regulate Bitcoin, but has since re42
turned to its root purpose of development of the Bitcoin protocol.
This paper begins by briefly reviewing the mechanics of Bitcoin
in Section I. Section II then surveys the rapidly expanding uses of
Bitcoin, as well as the emerging application of Bitcoin. Since all new
35.

Beyond the Bubble: Can Bitcoin Enter the Mainstream E-Commerce Space?,
(May 2, 2013), http://mondato.com/blog/beyond-the-bubble-can-bitcoin-enter-the-

MONDATO

mainstream-e-commerce-space/.
36.

Paul Vigna, BitBeat: Your Daily Bitcoin Round-Up, THE WALL ST. J. (Feb. 3, 2014),

http://blogs.wsj.conmoneybeat/2014/02/03/bitbeat-your-daily-bitcoin-round-up/
?mod=MarketsMain.
37.
38.
39.

Id.
See infra Part III. D.
See Bitcoin Milestone: Chamber of Digital Commerce Opens in Washington, D.C.,

CHAMBER OF DIGITAL COM.,

http://digitalchamber.org/docs/Press%20Release%20July%2019

.pdf (last visited May 27, 2015) [hereinafter Bitcoin Milestone]; About the Chamber, CHAMBER OF DIGITAL COM., http://www.digitalchamber.org/about.html (last visited May 27, 2015)
[hereinafter About the Chamber]; BITCOIN FOUND., http://bitcoinfoundation.org/ (last visited
May 27, 2015).
40. See Bitcoin Milestone, supra note 39.
41. See About the Chamber, supra note 39.

42.

BITCOIN FOUND.,

supra note 39.
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technologies face risk and downside, Section III will address a few of
the risks and the highly publicized dark side of Bitcoin. Finally, Section IV will break down how the various governments have initially
assessed this new technology and discuss policy implications going forward, as well as touch on the parameters for a twenty-first century
regulatory framework by addressing emerging legal and policy issues.
As the implementation of Bitcoin and other digital currencies continues, public policy makers should be encouraged to step back and assess
the impact of the nascent technology prior to implementing regulatory
schemes based upon pre-existing laws based upon outdated assumptions. The multiple applications of the emerging technology suggests
policymakers take an innovative approach and adopt public policies
and legal frameworks that accommodate the entire scope of its application. The new public policy formulates a regulatory scheme based upon
a holistic understanding of the full range of characteristics of Bitcoin
and digital currencies. Policymakers, starting with U.S. Congress and
state legislatures, should develop public policies that recognize Bitcoin
and digital currencies as possessing all of the following characteristics:
currencies, payment systems, commodities, properties, investments,
systems of commerce, and even systems of contracts. As this dynamic
Smartmoney emerges, so emerges the requirement for a new innovative approach to laws and regulations: smart government.
I.

THE MECHANICS OF BITCOIN

There are several steps to a basic understanding of Bitcoin
transactions. This section explains the mechanics of such a transaction. Following the explanation of a transaction is a review of Bitcoin
storage and how Bitcoin is used. There is also a discussion on the three
methods to Bitcoin acquisition. The final part of this section briefly explains Bitcoin mining and how new Bitcoins are created.
A.

The Mechanics of a Bitcoin Transaction

Historically, each internet transaction required a third party intermediary to confirm each transaction to prevent exchanging the
same unit of currency multiple times. 43 This conundrum is termed the
"double spending" problem. 4 4 Bitcoin solves the double spending problem by decentralizing the task of keeping a ledger among all system
43.
44.

Nakamoto, supra note 8.
Id.
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users through a peer-to-peer network. 45 Every transaction that occurs
in Bitcoin is registered in a public, distributed ledger called a block
chain. 4 6 This task is achieved through public-key cryptography, which
requires that each user be assigned two keys to complete a
47
transaction.
First, each Bitcoin user has a private key, which is kept secret
by each user, similar to a password. 48 The second key is the public key
or Bitcoin address, which can be shared with the world for the purpose
of conducting transactions. 49 In order to facilitate a transaction, the
transaction is initiated by the payer entering the public key of the
payee with the terms of the transfer. The payer then "signs" by entering the payer's private key to finalize the transaction. The designated
amount of bitcoin is then transferred to the payee. The transaction is
then verified by the network, recorded, time-stamped, and displayed in
one "block" of the block chain.5 0 The public-key cryptology results in
each computer in the peer-to-peer network constantly updating and
maintaining verified records of all transactions in the Bitcoin network. 5 1 Once a certain number of transactions have been verified and
logged into a block chain, the block chain is "full" and is then bundled
up and filed into the public ledger.52 Once finalized, a block chain can
no longer be modified and becomes a permanent record in the public
53
ledger.
B.

Bitcoin Wallets and Using Bitcoins

Once acquired, bitcoins can be stored in virtual wallets, known
as Bitcoin wallets.5 4 A Bitcoin wallet also functions as a portal to the
Bitcoin network. 5 Bitcoin wallets are provided by third party vendors,
but bitcoins need not be saved in these wallets.5 6 In the alternative,
Bitcoin can be saved as a data file in a cloud or on an individual hard
45.
46.
47.
48.
49.

BRITO & CASTILLO, supra note 1, at 4.
Id.
Id. at 5.
Id.
Id.

50.
51.

Id.

52.

Id.

53.

Id.

54.

Id.

55.
56.

Id.
Id.

BRITO & CASTILLO, supra note 1, at 4.
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drive, 5 7 as bitcoin is simply a string of numbers.58 Bitcoins can then be
transferred in and out of Bitcoin wallets, the cloud, or individual hard
drives when and how the bitcoin owner chooses. Bitcoin can be transmitted as payment to anyone in the world with a public Bitcoin address
in typically less than an hour.5 9
C.

Three Ways to Acquire Bitcoin

There are three basic methods of bitcoin acquisition. First, bitcoins
may be acquired through a transaction in which the seller accepts a
bitcoin payment from a buyer for goods.6 0 The seller acquiring the
bitcoin may then choose to hold on to the bitcoin for future transactions
or may choose to exchange the Bitcoin for another form of currency,
such as the U.S. Dollar. Second, bitcoins can be purchased through
Bitcoin exchanges, such as CoinBase, Blockchain, and LocalBitCoins.com. 6 1 The final method to acquiring bitcoin is through the
62
process of mining bitcoin.
Bitcoin miners are integral parts of the Bitcoin technology and
have two functions: the miners process and verify transactions and
find new bitcoin through the course of verifying transactions.6 3 First,
Bitcoin mining encompasses the method by which the Bitcoin network
verifies transactions and reconciles the public ledger into a block
chain.6 4 Each transaction is processed and verified multiple times
within the Bitcoin network and placed into the most recent open block
chain.6 5 The network depends upon users providing computing power
and these users are referred to as "miners. ' 66 Each miner connects to
the peer-to-peer network, creating the foundation of a decentralized
67
network of servers tracking and reconciling each Bitcoin transaction.
Miners are rewarded for their contributions of computing power to the
68
network with newly created bitcoin.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.

BRITO & CASTILLO, supra note 1, at 4.

Id.
Id.
Id.
Id.
Id.

at
at
at
at

17.
5.
8.
5-6.

BRITO & CASTILLO, supra note 1, at 5.

Id.
Id. at 5-6.
Id. at 5.
Id.
Id. at 7.
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New bitcoins are mined by solving complex algorithms, called a
hash.6 9 Put simply, a hash is a computer algorithm that takes some
input and performs computations on it to produce a long string that
represents the input. 70 The process of solving the algorithm involves
71
discovering the correct sequence of transactions in a block chain.
Solving the algorithm is similar to solving a puzzle and Bitcoin miners
continuously transmit sequences of numbers in an attempt to solve the
next algorithm to unlock the next blockchain. 7 2 Once a search for the
right sequence of data to produce a particular pattern (a hash) is successful, the hash is then verified and bitcoins are rewarded to the
successful miner. 73 Hashes are easily verified and nearly impossible to
reverse.74
The initial bitcoin reward was fifty bitcoins and the reward decreases with time as the mining for bitcoin becomes more difficult as
time goes by. 75 The mining of bitcoins is designed for the discovery of a
new successful hash every ten minutes. 76 As more miners work to discover the new hash, the system generates a more complicated
algorithm to solve, thus keeping the time to mine at ten minute intervals and ensuring the consistent release of bitcoins. 7 7 The total number
of bitcoin is limited to twenty-one million and is finite, mimicking the
limited quantity of gold and silver. 78 The bitcoin rewards are due to be
79
slowly released until the year 2040.
The design of the Bitcoin mining is intended to mimic real mining of gold, where mining for a finite resource becomes more and more
difficult with time. 0 As Bitcoin mining has already become more difficult, miners are pooling their efforts to increase the odds of success. 8 '
69.
70.
71.

BRITO & CASTILLO, supra note 1, at 6.
Id.
Alec Liu, A Guide to Bitcoin Mining,

MOTHERBOARD

(Mar. 22, 2013), http://

motherboard.vice.com/blog/a-guide-to-bitcoin-mining-why-someone-bought-a- 1500-bitcoinminer-on-ebay-for-20600.
72. Id.
73. Id.
74. How Bitcoin Works,
ed Mar. 8, 2013).

WIKI,

https://en.bitcoin.it/wiki/How bitcoin works (last updat-

75. Bitcoin: The Future of Currency?, ATLANTIC COUNCIL (Apr. 11, 2014), available at
http ://www. atlanticcouncil.org/events/webcasts/webcast-bitcoin-the-future-of-currency.
76.

Id.

77.
78.

Id.

79.
80.
81.

Id.
Id.
Id.

BRITO & CASTILLO,

supra note 1, at 7.
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Most mining today is pooled mining. 2 According to calculations done
at the end of 2013 by Michael B. Taylor, a professor at the University
of California, San Diego, "all of the machines dedicated to mining
Bitcoin have a computing power about 4,500 times the capacity of the
United States government's mightiest supercomputer, the IBM Sequoia. 8s3 The computing capacity of the Bitcoin network grew
approximately 30,000 percent in 2013.4
Once all the Bitcoin has been mined, miners will be rewarded
with small transaction fees rather than mined Bitcoins. 5 The small
transaction fees, assuming large numbers of transactions, are designed
to adequately reward miners for continuing to contribute the computing power of the peer-to-peer network and to record and verify
transactions into the public ledger.8 6 Professor Taylor described the essential role played by the network of miners in the following way: "the
network is providing the infrastructure for making sure the currency is
being transferred between people according to the rules and making
87
sure people aren't creating currency illegally. 1
As Bitcoin emerges into mainstream commerce and common internet use, there are barriers to entry similar to such barriers faced by
past innovative technology, such as VCRs/DVRs, cellphones, and the
internet itself. Current barriers to entry include a potential Bitcoin
user's time to learn how Bitcoin works and how to transact in bitcoin.
The high cost of Bitcoin is another barrier, though the perceived cost
may be an illusion if the bullish Bitcoin proponents are correct in the
innovative implications of Bitcoin. 8 Along with the newness of the
technology, other perceived barriers include inconvenience, risk, loss of
privacy, and education/ability 8 9 Inconvenience relative to the established banking systems means fewer branches, fewer ATM's, and fewer
opportunities to exchange or spend bitcoin. Venture capitalists appear
to be moving into this space, funding emerging companies looking to
resolve or remove barriers, making Bitcoin more accessible to all in82. Nathaniel Popper, Into the Bitcoin Mines, N.Y. TIMES (Dec. 21, 2013), http://deal
book.nytimes.com/2013/12/21/into-the-bitcoin-mines/? php=true& type=blogs& r=0.

83.

Id.

84.

Id.

85.
86.

Id.

BRITO

&

CASTILLO,

supra note 1, at 7.

87. Popper, supra note 82.
88. William Mougayar, Removing Barriersfrom Bitcoin's Evolution Will Accelerate its
Adoption, COINDESK (Jan. 8, 2014), http://www.coindesk.com/bitcoin-future-challenges-ev

olution/.
89.

Id.
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ternet users, and capitalizing on the emerging technology. 90 However,
some contend that the uncertain regulatory environment may have
slowed investment in late 2013, raising risk concerns that government
regulations will hamper Bitcoin's emergence. 9 1 Bitcoin exchanges are
working to address consumer risks. In 2014, Coinbase introduced a
vault for storing coins offline 92 and offered account insurance. 93 Despite these steps, there are those that believe the lack of centralized
94
control and its inherent risk prevents Bitcoin from widespread use.
The proponents of Bitcoin believe the criticism mirror those made
about the internet and other technologies and such barriers to mainstream adoption are temporary as its application develops.
II.
A.

THE POWER OF BITCOIN

Current and Expanding Bitcoin Use

The use of Bitcoin is growing rapidly. On January 9, 2014,
Overstock.com, an online retailer, began to accept bitcoin as a form of
payment. 95 In the first month of 2014, Overstock.com customers had
purchased roughly $600,000 worth of goods. 96 A number of emerging
companies are starting to develop services aimed toward serving the
needs of Bitcoin users and other digital currencies. Stripe, a payment
company targeting small businesses, promotes itself as a payment
company accepting whatever payment method a particular business
90.

See Matt Clinch, Venture Capitalist Guru Eyes Bitcoin Boon, CNBC (June 10,

2014), http://www.cnbc.com/id/101745941#.
91. Yuliya Chernova, Flurryof Bitcoin Venture CapitalDeals Gives Way to Quiet, WALL
ST. J. (Oct. 23, 2013), http://blogs.wsj.conmventurecapital/2013/10/23/flurry-of-bitcoin-ven

ture-capital-deals-gives-way-to-quiet/.
92.
Kim-Mai Cutler, Coinbase Launches a More Secure Bitcoin Storage Option Called
'Vault', TECHCRUNCH (July 2, 2014), http://techcrunch.com/22014/07/02/coinbase-vault/.
93.
Nermin Hajdarbegovic, Coinbase Names Aon as its Bitcoin Insurance Broker,
COINDESK (Aug. 28, 2014), http://www.coindesk.comncoinbase-names-aon-bitcoin-insurance-

broker/.
94. Paul Krugman, Bitcoin is Evil, N.Y. TIMES (Dec. 28, 2013), http://krugman.blogs.ny
times.conm2013/12/28/bitcoin-is-evil/? r=0.; see also Charlie Stross, Why I Want Bitcoin to
Die in a Fire, CHARLIE'S DIARY, http://www.antipope.org/charlie/blog-static/2013/12/why-i-

want-bitcoin-to-die-in-a.html (last visited May 30, 2014); Timothy B. Lee, Four Reasons You
Shouldn't Buy Bitcoins, FORBES (Apr. 3, 2013), http://www.forbes.conmsites/timothylee/2013/

04103/four-reason-you-shouldnt-buy-bitcoins/.
95.
Ilya Marritz, New York Looks to Bring Bitcoin out of the Shadows, NPR (Jan. 30,
2014), http://www.npr.org/blogs/alltechconsidered/2014/01/30/268686547/new-york-could-be

come-the-center-of-legitimate-bitcoin-commerce.
96.

Id.
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customer chooses, including Bitcoin, M-pesa 9 7 and various direct debit
payment systems popular in Europe. 98 John Collison, co-founder of
Stripes, points out that "it totally makes sense, as more and more of
our merchants are these borderless businesses selling to global audience, to support what customers want to pay with."9 9
The globalization of commerce, coupled with technological innovation, is predictably leading to innovative globalization of payment
systems. In late summer 2014, reports began surfacing that E-Bay was
considering the integration of Bitcoin and E-Bay then confirmed it was
experimenting with Bitcoin in September 2014.100 Also in September,
just prior to Paypal announcing the payment company was splitting
from E-Bay, 10 1 Paypal announced partnerships with three major
payment processors-BitPay, Coinbase, and GoCoin. 10 2 While the
announcement fell short of the integration of Bitcoin into Paypal's payment system, it is a significant step in lending early support to the
innovative Bitcoin protocol. 10 3 Bitcoin itself represents a significant
step in the direction of an innovative international payment system
positioned to capitalize on rapidly expanding global commerce.
Diverse uses of Bitcoin continue to emerge. Bitcoin remains in
its relative infancy with a potentially rapid expansion over the next
five to ten years. Current uses include the purchase of goods through
bitcoin stores and online retailers such as Overstock.com. 0 4 In March
97. M-pesa TM is a registered trademark of Vodafone. It is a fast, secure, and convenient
way to transact on mobile phones. Mobile Commerce Solutions Limited, a Vodaphone subsidiary, is authorized by the Reserve Bank of India (RBI) under the Payment and
Settlement Systems Act of 2007 to set up and operate the payment system in India. Mpesa TM is currently available in Mumbai, Delhi, Rajasthan, West Bengal, Kolkata, UP East,
UP West, Assam, North East, Maharashtra & Goa, Punjab, Haryana, Gujarat, Bihar, and
Odisha. See M-PESA, https://www.mpesa.in/portal/customer/AboutMpesa.jsp (last visited
May 30, 2015).
98. Victoria Wagner, Stripe to Provide Merchants with Bitcoin Option is a Global Game
Changer, THE EXAMINER (Mar. 27, 2014), http://www.examiner.comnarticle/stripe-to-provide
-merchants-with-bitcoin-option-is-a-global-game-changer.
99. Id.
100. Ryan Mac, EBay Announces First Foray into Bitcoin with Braintree Unit, FORBES
(Sept. 8, 2014), http://www.forbes.com/sites/ryanmac/2014109/08/ebay-announces-first-foray
-into-bitcoin-with-braintree-unit/.
101. Steve Bertoni, Ebay and PayPal to Split: Carl Icahn and Elon Musk Wish Comes
True, FORBES (Sept. 30, 2014), http://www.forbes.conmsites/stevenbertoni/2014/09/30/ebayand-paypal-to-split-carl-icahn-and-elon-musk-wish-comes-true/?utm source=followingim
mediate&utm medium=email&utm campaign=20140930.
102. Pete Rizzo, PayPalAnnounces FirstPartnershipsin Bitcoin Space, COINDESK (Sept.
23, 2014), http://www.coindesk.comnpaypal-announces-first-partnerships-bitcoin-space/.
103. Id.
104. Robin Sidel, Overstock CEO Sees Bitcoin Sales Rising More Than Expected, WALL
ST. J. (Mar. 4, 2014), http://online.wsj.connews/articles/SB1000142405270230481500457
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2014, Overstock.com exceeded $1 million in sales and expected 2014
sales to reach $10-$14 million. 10 5 In August, Overstock.com CEO Patrick Byrne updated sales expectations to between $6 million to $8
million for 2014, and expects to realize sales of $1 million per month by
the end of 2014.106 With Bitpay, CoinBase, GoCoin, and other
merchant-focused sites providing an easy path to accepting bitcoin
payments, the number of online retailers and businesses accepting
bitcoin appears to be growing rapidly.10 7 One benefit to Bitcoin in ecommerce is lower transactions costs for small business. Small businesses eliminate relatively expensive credit card fees, avoid online
payment system fees, more rapidly complete online transfer and transactions, avoid chargebacks, and eliminate the need for money orders in
large transactions.10
The traditional banking system sees the emerging benefits of
Bitcoin and other digital currencies. Banks still use traditional banking systems because the core of their business is based upon these
systems.' 0 9 With changing technology and resulting customer demands for improved services, the traditional banks must adapt their
systems to remain competitive.1 0 According to David Andolfatto, Vice
President of the Federal Reserve Bank of St. Louis, one of the likely
important aspects of the Bitcoin protocol revolution is its application as
money and as an innovative payment system."' Andolfatto goes on to
assert that this technological revolution will force current banking sys112
tems and payment systems to either adapt or be replaced.

9418962232488216; see also Bitcoin,

OVERSTOCK,

https://help.overstock.com/app/answers/

detail/a id/5794/c/4 (last visited May 30, 2015).
105. Id.
106. Id.
107.

Deepak Tiwari, BitPay Expands its Reach, Opens New Offices in San Franciscoand

NYC, FOREX MINUTE (Mar. 23, 2014), http://www.forexminute.com/bitcoin/bitpay-expandsits-reach-opens-new-offices-in-san-francisco-and-nyc-25725 (describing BitPay, based in Atlanta, as an electronic Bitcoin payment processing system providing online merchants the
ability to accept Bitcoin payments); see also BITPAY, https://bitpay.com/ (last visited May 30,
2015).

108.

BRITO & CASTILLO,

109.

Constantin Marian Matei, Modernization Solution for Legacy Banking System Us-

supra note 1, at 10-12.

ing an Open Architecture, 16 INFORMATICA ECONOMICA 92 (2012), available at http:ll
revistaie.ase.ro/content/62/10%20-%20Matei.pdf.
110. Id.
111.

DAVID ANDOLFATTO, BITCOIN AND BEYOND:

TUAL CURRENCIES

TF/Bitcoin-3-31-14.pdf.
112.

Id.

THE POSSIBILITIES AND PITFALLS OF VIR-

33 (2014), availableat https://www.stlouisfed.org/-/media/Files/PDFs/DW
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To meet these changing systems, Chase is developing its own
digital currency, the aforementioned "Internet Pay Anyone." 1 1 3 The
Chase application was filed with the USPTO on August 5, 2013, and
illuminates the cost concerns. The Chase patent application maintains
that, while credit and debit cards are the most popular form of payment over the internet, each have fairly high costs associated with the
processing fees and merchant discounts of 1.4% and up. 1 4 The Chase
patent application acknowledges that high credit card fees support the
credit card business model." 5
MasterCard® is also looking for ways to use innovative technology to provide better services. Through MasterCard® Labs,'
MasterCard® filed for "Crowd-Sourced Credit Rating and Debt Track6
ing System to Facilitate Small Purchases on Trust Based Credit.""
The patent provides insight into the attempts by MasterCard® to address an issue that Bitcoin addresses. The idea establishes a tab based
system for micro-payments and payments under $10, similar to a bar
tab. 7 The tab system allows for the bundling of small transactions
into one big transaction to reduce processing costs."" This is similar to
another feature of Bitcoin-its ability to handle micro-payments in an
efficient manner without a third-party intermediary and with lower
transaction fees.1" 9
Increasingly, bitcoin is being used for larger purchases. In late
2013, bitcoin was used to purchase a Tesla Model S at a Southern California car dealership. 2 0 In 2014, the first reported purchase of real
estate occurred when a Texas purchaser spent over $500,000 worth of
bitcoin (less than 1,000 bitcoin) to purchase a luxury villa in Bali's Del
Mango Villa Estate.' 2 ' At the time, it was thought to have been the
largest bitcoin transaction to date, and bitcoin is expected to continue
to be utilized in real estate purchases. 122 In fact, in August 2014, a
113.

See JP Morgan, supra note 16.

114.
115.

Id.
Id.

116.
Brian Cohen, MasterCardLabs' Clever Crowd-SourcingCredit Line, MEDIUM (Nov.
14, 2013) https://medium.conmp/14ccddc72f59 (regarding MasterCard U.S. Patent Application # 20130297485) [hereinafter MasterCard].

117.
118.

Id.
Id.

119. Id.
120.
Tom Bemis, Big Day for Bitcoin: Cryptocurrency Used to Buy a Tesla, Analysts Tout
its Value, MARKETWATCH (Dec. 5, 2013), http://blogs.marketwatch.conmthetell/2013/12/05/

big-day-for-bitcoin-cryptocurrency-used-to-buy-a-tesla-analysts-tout-its-value.
121.

Leslie Shaffer, Bitcoin Steps up from Sandwiches to Villas, CNBC (Mar. 19, 2014),

http://www.cnbc.com/id/101509194.
122.

Id.
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Bitcoin transaction was consummated for a 1.4-acre home site located
in Martis Camp in North Lake Tahoe for $1.6 million or 2,700 bitcoin,
surpassing the value of the Bali Villa purchase. 1 2 3 In March 2014, BitPremier displayed several additional properties on its website,
including a luxury Paris property with a view of the Louvre, listed at
approximately $11.8 million (nearly 20,000 bitcoins), and a seven-bedroom luxury villa in Caesarea, Israel, for approximately $3 million
(nearly 5,000 bitcoins).124
Another benefit to the expanding use of Bitcoin is the ease of
money transfers. Bitcoin can be transferred as easily as sending an
email or a text message. In fact, the Bitcoin protocol is based on a similar concept to internet and email. 2 5 Email transfer of money benefits
individuals needing to quickly transfer money from one place to another, including international transfers. As Chase states in its patent
application, "the high cost of retail wire transfers (i.e., Western
Union®) is cost prohibitive to a significant portion of society .... 1126
The lower banking and transfer fees will appeal to a worldwide customer base, those using Moneygram® and Western Union®, or those
waiting several business days for banks to make ACH transfers available. As long as the Bitcoin system does not lose its advantage due to
regulatory obstructions, Bitcoin has a competitive advantage in the
money transfer space. To this point, former Reserve Board Chairman
Bernard Bernanke noted that digital currencies "may hold long-term
promise, particularly if the innovations promote a faster, more secure,
and more efficient payment system.' 2 7 This is one promise of Bitcoin
and digital currencies, generally.
Bitcoin's lower transaction fees stand to benefit charitable organizations through increased efficiency. By reducing administrative
costs to charitable fund raising, more charitable contributions end up
helping those served by charitable activities. The efficiency and affordability of transferring funds allows for donations in small
quantities to be efficiently processed, making micro-donations more
123.

Record Bitcoin Real Estate TransactionValued at $1.6 Million, MARTIS CAMP (Aug.

20, 2014), http://www.martiscamp.conrecord-bitcoin-real-estate-transaction-valued- 1-6million.
124. See Shaffer, supra note 121 (citing the website Bitpremier.com, an online Bitcoin
luxury marketplace with the mission of providing buyers access to high-end luxury items
and opportunities).
125. See infra note 169.
126. See JP Morgan, supra note 16.
127.
Zachary M. Seward, Ben Bernanke's Letter to Congress: Bitcoin and Other Virtual
Currencies "May Hold Long-term Promise", QUARTZ (Nov. 18, 2013), http://qz.comn148399/

ben-bernanke-bitcoin-may-hold-long-term-promise.
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beneficial to smaller charities. Sean's Outpost in Pensacola, Florida, is
a pioneer in accepting charitable donations in bitcoin. 12 Sean's Outpost is a homeless outreach organization providing meals and toiletries
funded solely with bitcoin. 1 29 In a one-year period, Sean's Outpost
raised about 733 bitcoins, 263 from the general public.' 30 In addition to
preparing to open a new outpost in Dallas, Texas, the money raised
through Bitcoin allowed Sean's Outpost to feed over 60,000 meals to
the homeless, purchase a 9 acre parcel of wooded land used as a homeless sanctuary, and hand out 1,000 blankets to the homeless on the
3
streets of Pensacola.' '
The security and privacy advantages of Bitcoin manifest themselves by minimizing the need for third-party intermediaries, often
eliminating them entirely. 32 Such third-party intermediaries as
banks, credit card companies, and services like Paypal gather sensitive
information and act to authorize and verify transactions. Such data
transmissions increase the risk of security breaches and raise privacy
concerns. As Jason Healey, the Cyber Statecraft Initiative Director of
the Atlantic Council, pointed out, the Internet is insecure at a funda13 3
mental level and security is a real problem with an online currency.
The reduced role of third-parties provides increased security and privacy in the online Bitcoin payment system. Encryption through
cryptography provides added security with increased privacy, both of
which are critical to any digital currency.' 34 The benefits gained by
eliminating third-party intermediaries include lower costs, quicker
processing time, reduced human error, reduced subjective influence, a
more objective system, increased security, and no third-party disclosure for privacy protections.' 35 The security features are beneficial
beyond Bitcoin as currency and provide valuable security to programmable contracts. Sensitive contracts require better security than
currently exists over the internet.
128.

Joon Ian Wong, Sean's Outpost FounderPlans Ultra-Marathonto Raise 1,000 BTC,

COINDESK (Jan. 12, 2014), http://www.coindesk.conmseans-outpost-marathon-raise-1000-btc;
see also SEAN'S OUTPOST, http://seansoutpost.com (last visited May 30, 2015).

129.

130.
131.
132.
133.
134.

Wong, supra note 128.
SEAN'S OUTPOST,

supra note 128.

Id.
BRITO & CASTILLO,
ATLANTIC COUNCIL,
BRITO

&

CASTILLO,

supra note 1, at 5.
supra note 75.
supra note 1, at 5.

135. Bitcoin: Examining the Benefits and Risks for Small Businesses: HearingBefore the
Comm. on Small Bus., 113th Cong. (Apr. 2, 2014) (witness testimony of Jerry Brito, Senior
Research Fellow at George Mason Univ.), available at http://smallbusiness.house.gov/

uploadedfiles/4-2-2014 brito total final testimony.pdf.
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The frequency and variety of credit card fraud highlights the
vulnerability of a system relying on a central clearinghouse to authorize and process transactions, such as credit cards and bank
transfers. 136 Further, the process of verifying the authenticity of a
transaction by sellers and accepting credit card payments is a slow and
inefficient system ill-equipped and unnecessarily costly for online
transactions. 37 With credit cards, payees enter their account numbers,
names exactly as they appear on the card, expiration date, the security
code on the back, and the billing address. In contrast, cash offers the
most security and privacy for a consumer by avoiding the need to enter
personal information. Of course, cash is not transmitted conveniently
38
over the internet.'
Bitcoin enters the space between credit cards and cash. Bitcoin
offers characteristics of cash in that Bitcoin transactions do not rely
upon third-party verification and, once transferred, the seller knows
the payment is complete and need not worry about the dreaded
chargebacks.' 39 A Bitcoin transaction is a more efficient online transfer with increased privacy and less security risk. In addition to the
convenience of online payments with Bitcoin, the cryptographic currency is nearly impossible to counterfeit due to the cryptology and the
public peer-to-peer block chain general ledger verifying each transaction.' 40 In this system, the global peer-to-peer network replaces the
need for an intermediary.'41 According to Jeff Garzik, Bitcoin's core
security mechanism is the verification of each transaction in the block
chain.' 42 The public peer-to-peer network works in a unique dynamic
with the cryptology to increase security and privacy while also providing transparency and accountability. 4 3 The apparent contradiction is
indicative of the genius behind its powerful innovative application. The
achievement of a protocol that is private and secure, and at the same
time transparent and open, provides tremendous future potential applications. This seemingly contradictory dynamic suggests the need to
136.

Michael Carney, Why Bitcoin is Both Less and More Secure than Credit Cards,
(Jan. 3, 2014), http://pando.com/2014/01/03/why-bitcoin-is-both-less-and-moresecure-than-credit-cards.
137. Id.
138. Id.
139. Id.
140. Id.
141. BRITO & CASTILLO, supra note 1, at 4.
142. Emily Spaven, Gavin Andresen and Jeff Garzik: Mt. Gox is Wrong, Bitcoin isn't
Broken, COINDESK (Feb. 10, 2014), http://www.coindesk.com/gavin-andresen-jeff-garzik-mtgox-wrong-bitcoin-isnt-broken/.
143. Id.
PANDODAILY
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modify traditional regulatory schemes, resulting in reducing the need
for regulatory oversight to achieve the traditional objectives of financial regulation.
It is the pseudo-anonymous characteristic that provides the potential for both increased security and privacy. Initially, the anonymity
in the cryptography and the resulting security and privacy were
thought to be absolute. 144 Miranda Sumey from the Cyber Security
Policy and Research Institute at George Washington University astutely observed that "the paradox is that despite Bitcoin's highlytouted anonymity, every Bitcoin transaction is completely public and
transparent, meaning it's actually quite difficult to launder money using Bitcoin.' 145 The misguided perception of absolute security and
privacy lead to Bitcoin's notorious start among drug dealers and other
criminal organizations processing payments to utilize the perceived
anonymity in the Bitcoin transaction. The parties to the illicit transactions viewed the use of Bitcoin as similar to using cash, but with the
power to transfer "cash" via the internet.146 On October 1, 2013, the
myth of anonymity was exposed.' 4 7 Silk Road, a Bitcoin exchange,
processed transactions resulting in criminal conduct, such as credit
card fraud, money laundering, sales of fake identification, and other
alleged crimes.' 48 The FBI investigation and crackdown on Silk Road
burst the anonymity myth and spurred the new term "pseudoanonymity."
Bitcoin is not entirely anonymous and those conducting fraudulent and criminal activity via Bitcoin risk being tracked by the proper
authorities. Bitcoin allows users to efficiently transfer money worldwide nearly instantaneously. The boundless international scope of
Bitcoin is proving difficult to regulate. With this difficulty, the potential sustainability of a less regulated payment system threatens
oppressive governments that rely upon establishing strongholds. The
result is a more efficient market by way of avoiding overly burdensome
144.

Miranda Sumey, What's the Buzz About Bitcoin, CYBER SECURITY POL'Y & RES.
UNIV. (Aug. 28, 2013), http://www.cspri.seas.gwu.edu/blog/20147/25/
whats-the-buzz-about-bitcoin.
145. Id.
INST.

- GEO. WASH.

146. Id.
147.
Donna Leinwand Leger, How FBI Brought down Cyber-UnderworldSite Silk Road,
USA TODAY (May 15, 2014), http://www.usatoday.conmstory/news/nation/2013/10/21/fbicracks-silk-road/298492 1/.

148. Id. (describing Silk Road as the cyber-underworld's largest black market for illegal
drugs, with $1.2 billion in sales and nearly a million customers; beyond illegal drugs, the
site trafficked in fake passports, driver's licenses and other documents, as well as illegal
service providers, such as hit men, forgers and computer hackers).
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restrictions by governments. Underground free markets are a threat to
oppressive governments. As noted by Tyler Winklevoss, an early
14 9
Bitcoin investor, "Bitcoins - it's freedom."'
A less regulated payment system also threatens consumers, diminishing the protective regulatory benefit to these individuals. It is
difficult to imagine a technology like Bitcoin flourishing without some
protective regulation. In fact, a growing number of organizations and
members of the industry agree that regulation is essential for the wide
acceptance of Bitcoin and other digital currencies.15 0 Many believe that
the lack of clear regulations is a major impediment restraining the full
development of the Bitcoin protocol.' 5 ' The eventual scope of the regulation will determine how quickly, if at all, Bitcoin goes mainstream.
In 2009, sixty-two percent of people living in Asia, Africa, Latin
America, and the Middle East lacked financial services. 5 2 Bitcoin offers an efficient option for this large segment of the world's population.
Mobile banking, such as M-Pesa MT , reduces costs and can form a powerful synergy with Bitcoin to combat poverty in developing countries
worldwide. 5 3 Some Bitcoin business models seek to streamline Bitcoin
use in these developing countries. 15 4 Buttercoin, a Bitcoin exchange,
aims to spread Bitcoin use in developing countries by partnering with
local exchange businesses.' 5 5 Localbitcoins.com works with over 190
countries, publishing information in countries such as Bangladesh,
Zimbabwe, Pakistan, Venezuela, Romania, India, and Libya. 5 6 Closed
mobile payment services such as M-pesa have been highly successful in
Kenya, Tanzania, and Afghanistan. 5 7 Kipochi, a Kenya-based Bitcoin
wallet accessible via mobile phone, has developed the technology to ex149.
150.
BLOG

Marritz, supra note 95.
Walter Frick, Why Bitcoin Entrepreneursare Begging for More Regulation, HBR
NETWORK (Mar. 26, 2014), http://blogs.hbr.org/2014/03/why-bitcoin-entrepreneurs-

are-begging-for-more-regulation/.
151. Id.
152. Alberto Chaia et al., Half the World Is Unbanked,

FINANCIAL ACCESS INITIATIVE

(Oct. 2009), http://www.financialaccess.org/sites/default/files/publications/Half-the-World-is
-Unbanked.pdf.
153. M-PESA Meets Bitcoin with New Service in Kenya, MOBILE PAYMENTS TODAY (July
12, 2013), http://www.mobilepaymentstoday.com/article/216119/M-PESA-meets-Bitcoin-

with-new-service-in-Kenya.
154.
Pelle Braendgaard, Kipochi Launches First Bitcoin Wallet in Africa with M-Pesa
Integration, KiPOCHI (July 1, 2013), https://www.kipochi.com/blog/kipochi-launches-first-

bitcoin-wallet-in-africa-with-m-pesa-integration.
155.
Kim-Mai Cutler, YC-Backed Buttercoin Uses Bitcoin to Attack the $500B-A-Year
Remittances Economy, TECHCRUNCH Aug. 20, 2013), http://techcrunch.com/2013/08/20/but

tercoin.
156. BRITO &
157. Id.

CASTILLO,

supra note 1, at 15.
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change Bitcoin to M-Pesa, and is currently under negotiation with
Safaricom, the telecom provider that runs M-Pesa, to integrate this
function.' 5 1
B.

The Future Potential of Bitcoin

The Bitcoin protocol contains digital blue prints for commerce,
as well as financial and legal services.' 5 9 The Bitcoin protocol may be
used to transfer not just currency, but also electronic stock certificates,
60
as well as place online wagers and transfer sensitive information.
The added privacy and double spending solution offers answers to the
issue of exposing sensitive records, such as financial and medical
records, when transmitted over the internet.
Bitcoin provides a new online privacy model. In Section 10 of
the original white paper, Nakamoto illustrates a new privacy model
that balances privacy with the necessary transparency to successfully
process a transaction.' 6 ' The public key can be tracked for suspicious
or fraudulent activity since the public can see the public key sending
an amount of Bitcoin to another public key. The private key keeps the
transaction private. The answer for law enforcement in a criminal investigation is tracking the public key back to the private key and
obtaining a subpoena or warrant to discover the private key owner.
In contrast, the traditional banking model involves a "trusted"
third party. Communication involving third parties may lead to adverse privacy implications in financial transactions. In Jacobsen, the
U.S. Supreme Court asserted that information disclosed to a third
party diminishes the right of privacy and the disclosing party no longer
has a reasonable expectation of privacy. 62 Placing a firewall between
private key and public key eliminates the need for a third-party intermediary and prevents disclosure of information to a third party in the
transaction (while still allowing for verification with the public address) and potentially avoids the privacy erosion resulting from third63
party disclosures.'
The issues experienced with patient privacy during the online
sign up and implementation of the Affordable Care Act suggests indus158.

Brian Cohen, CGAP: Bitcoin Not Helping the Poor, LET'S TALK BITCOIN (Feb. 2,

2014), http://letstalkbitcoin.com/cgap-bitcoin-not-helping-the-poor/#.UlJodfldXel.
159.

Bradbury, supra note 23.

160.

Id.

161.
162.

Nakamoto, supra note 8.
United States v. Jacobsen, 466 U.S. 109, 117 (1984).

163.

Nakamoto, supra note 8, at 6.
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try compliance with the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) rules may be enhanced by utilizing
the Bitcoin protocol. 1 64 John Lynn, the Founder of the HealthcareScene.com blog network, noted that the importance of Bitcoin to
the healthcare industry is obvious when people start paying clinics in
bitcoin, but it is less obvious as to how the processing power of the
Bitcoin can contribute to solving major healthcare problems.' 65
Several American medical professionals are now accepting
bitcoins due to lower transaction costs and increased privacy. 66 Privacy issues led San Francisco physician Paul Abramson, MD, to learn
67
more about Bitcoin and its application to the healthcare industry.'
His initial assessment of Bitcoin suggested that the Bitcoin protocol
provides patients with significant anonymity, which advances the protection of patient privacy and could augment existing medical privacy
laws, but he later tempered that expectation after discovering the
68
pseudo-anonymous nature of the Bitcoin protocol.'
Nonetheless, much of the privacy and security still remains despite its actual psuedo-anonymous character. 6 9 As an example,
avoiding credit card transactions protects patient privacy by avoiding
credit card company access to patient information to verify transactions. 17 0 Jerry Brito and Andrea Castillo from the Mercatus Center at
George Mason University point out that the development of the Bitcoin
protocol and the early success of Bitcoin is a credit to the innovative
potential of modern entrepreneurs.' 7 ' There are plenty of features that
developer Jeff Garzik wants to see layered on top of the network, without affecting the core protocol.' 7 2 To understand this concept, it is
informative to compare it to the protocols that make the internet work.
Email protocols are known as the TCP/IP family of communication pro164. Elizabeth G. Litten, United States: EmbarrassingFact: Few Seem to Understand
HIPAA or the ACA (At Least When it Comes to Individual Health Coverage to be Purchased
on an Exchange), MONDAQ.COM (Oct. 30, 2013), http://www.mondaq.conmunitedstates/x/
271996/Healthcare/Embarrassing+Fact+Few+Seem+to+Understand+HIPAA+or+the+ACA
+at+least+when+it+comes+to+individual+health+coverage+to+be+purchased+on+an+Ex
change.
165. John Lynn, Innovation at SXSW V2V, EMR & HIPPA (Aug. 12, 2013), http://www
.emrandhipaa.comltag/bitcoin-in-healthcare/.
166. Jeff Inglis, Docs Now Taking Payment by Bitcoin, HEALTHCARE IT NEWS (Feb. 18,
2014), http://www.healthcareitnews.com/news/physicians-now-taking-payment-bitcoin.
167. Id.
168. Id.
169. See supra Sect. II. A.
170. Inglis, supra note 166.
171. BRITO & CASTILLO, supra note 1, at 1-2.
172. Bradbury, supra note 21.
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tocols, used to connect computer systems in a network. 17 3 They are
74
built upon each other like layers of an onion.1
Similarly, the Bitcoin protocol allows for layers of application to
be built upon the foundational technology.' 7 5 One example of a layered
76
protocol built upon the Bitcoin network is termed "colored coins."'
77
Garzik wrote one of the first implementations, called Smartcoin.
"This concept enables attributes to be assigned to a coin, so that it can
become a token for ownership. 17 Coinprism offers the first colored
coin wallet and is one of the first companies to devise colored coins,
aiming to provide colored coins to use the block chain technology for
79
tracking stocks and holding title to real estate and automobiles.'
Programmable money has innovative potential to develop beyond an online payment system, revolutionizing and digitizing the
function of escrow agents, money transfers, commercial transactions,
corporate compliance, and transforming the process for recording and
maintaining public records, secured transactions, and UCC databases.
The innovative protocol could potentially lead software technology,
such as that provided by Coinprism, to be used for everything from
exchanging ownership and title of physical assets to tracking stocks,
bonds, and options.' 0 According to Jeff Garzik, "There are zero modifications needed to support [colored] coins today. Bitcoin wouldn't need
to be upgraded."''
As programmable money, Bitcoin and/or other digital currencies hold untapped future potential. The ability to program money
allows for a party to initiate a transaction with conditions. 8 2 The technology of Bitcoin may lead to a reduction in the role or the elimination
of third party intermediaries in many common transactions. The ability to program Bitcoin to release subject to certain conditions would
173. Internet, http and TCP/IP Concepts, IBM KNOWLEDGE CENTER, http://publib.boul
der.ibm.com/infocenter/cicsts/v3rl/index.jsp?topic=%2Fcom.ibm.cics.ts3l.doc%2Fdfhtl%2F
topics%2Fdfhtl conintro.htm (last visited May 30, 2015).
174.

See Brito, supra note 11.

175.

Id.

176.

Bradbury, supra note 23.

177.
178.

Id.
Id.

179.

What is Coinprism?, COINPRISM, https://coinprism.desk.com/customer/portal/article

s/1451840-what-is-coinprism- (last updated Sep. 6, 2014) ("Coinprism is a free online
Bitcoin wallet allowing the storage and creation of colored coins. [Coinprism allows users] to
create, issue, send and receive colored coins across the Bitcoin network to anyone with a
public Bitcoin address the same way bitcoins are sent across the network.").
180.

Id.

181.

Id.

182.

Id.
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allow for Bitcoin escrow accounts in commercial transactions. Rather
than holding escrow with an escrow agent, the Buyer can initiate payment via Bitcoin with programmed conditions attached to reflect the
closing conditions for the transaction. Only when all conditions are met
would the Bitcoin transaction close.
8 3
Another potential Bitcoin use is in the crowdfunding model.'
Crowdfunding is often conditioned upon successfully raising a threshold dollar goal.' 4 Bitcoin can be utilized in a manner similar to the
patented tab based system for micropayments developed by MasterCard® by pooling funding contributions conditioned upon reaching
targeted funding levels.' 8 5 Until the funding objective is met, the funds
raised on a crowdfunding platform are not released to the fundraiser. 8 6 Once the funding objective is met, the software releases the
money instantly. 8 7 Bitcoin provides the underlying technological
software systems to allow for the use of Bitcoin fundraising that can be
programmed to release upon meeting the target goal. This application
of the Bitcoin technology has the advantage of reducing administrative
costs of monitoring and releasing funds since the transaction automatically moves forward upon hitting the dollar amount. Conversely, if the
fundraiser fails to meet the monetary objective by the set time, the
transaction can be programmed to terminate, with the Bitcoins previously donated no longer committed to the project and immediately
returned to the investor and made available for new projects.',, With
the coming adoption of equity crowdfunding, the block chain technology can be harnessed to track equity interests in startup companies,
achieving the efficient task of tracking outstanding shares and shareholder data without the need for costly third party intermediaries.
Governments can also utilize the Bitcoin software innovation to
allow for electronic deeds and electronic court documents that can be
directly entered into the public or court records, eliminating the need
for a clerk to record, timestamp, and send in original documents.'8 9
Conceptually, a property owner could enter in a public key and their
183.
Stan Higgins, New Decentralized Crowdfunding Platform Could Reshape Bitcoin
Landscape, COINDESK (May 21, 2014), http://www.coindesk.com/new-decentralized-crowd

funding-platform-reshape-bitcoin-landscape/.
184. Id.
185.
186.

See MasterCard,supra note 116.
See Higgins, supra note 183.

187.
188.

Id.
Id.

189.

Litecoin's Charles Lee Explains How 'Coloring Coins' Can Transfer Deeds, Owner-

ship, ECREDIT DAILY (Jan. 30, 2014), http://ecreditdaily.conV2014/01/regulator-learns-lite
coins-lee-colored-coins-transfer-deeds/#VvVu4hhRohDVpDug.99.
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unique private-key to transfer property to a new property owner, eliminating the need for execution and recording of deeds. 190 As a
programmable transaction, all of the necessary deed information can
be entered into the transaction. 19 1 Similar to the MERS system' 92 in
the mortgage industry with one innovative exception, Bitcoin's
cryptology and the ability to resolve the double entry problem allows
for the development of reliable, secure, and potentially legally binding
electronic recording systems free from the central control of third-party
intermediaries, reducing the risk of fraudulent transfers and signings. 193 Such a system could resolve the pitfalls of the MERS system
and replace the MERS system by implementing inherent electronic authentication software, thus removing the third party risk of fraud, such
as robo-signing in the mortgage industry. 194 The Bitcoin recording system would reflect in the public ledger whether the mortgage and note
were properly entered and recorded at the time of the transaction and
the court would know, without question, that the documents were pre95
pared and recorded on the time reflected in the public ledger.'
A similar system can be developed and adopted by private and
public corporations in tracking issued shares, stock certificates, and
current shareholder lists. 19 6 By resolving the double entry problem, the
190. Id.
191. Id.
192.
Mortgage Electronic Registration System, Inc. (MERS), created by the mortgage
banking industry, is a database designed to track the transfer of mortgages from bank to
bank, eliminating the practice of recording an assignment with the county recorder every
time a loan is sold from one bank to another. See Amy Loftsgordon, What is MERS?, NOLO
LAW FOR ALL, http://www.nolo.com/legal-encyclopedia/what-is-mers.html (last visited May
30, 2015).
193.
BRITO & CASTILLO, supra note 1, at 4.
194.
The following is one expert's explanation:
Robo-signing is the colloquial term the media, politicians, and consumer advocates
have used to describe an array of questionable practices banks deployed to perfect
their right to foreclose in the wake of the subprime mortgage crisis, practices that
included having bank employees or third-party contractors: (1) execute and acknowledge transfer documents in large quantities within a short period of time, often
without the purported assignor's authorization and outside of the presence of the
notary certifying the acknowledgment, and (2) swear out affidavits confirming the
existence of missing pieces of loan documentation, without personal knowledge and
often outside of the presence of the notary.
Stephen Sather, Mortgage Wars Part 2-Attack of the Robo-Signers, LEXISNEXIS LEGAL
NEWSROOM BANKRUPTCY (Aug. 26, 2013, 3:14 PM), http://www.lexisnexis.conllegalnewsroom/bankruptcy/b/bankruptcy-law-blog/archive/2013/08/26/mortgage-wars-part-2-attackof-the-robo-signers. aspx.
195.
ECREDIT DAILY, supra note 189.
196.
Rob Wile, SATOSHI'S REVOLUTION: How the Creatorof Bitcoin may have Stumbled onto Something Much, Much Bigger, Bus. INSIDER (Apr. 22, 2014), http://www.business
insider.comnthe-future-of-the-blockchain-2014-4#ixzz313IoX91W.
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Bitcoin software can track stock certificates in a secure and reliable
way, reducing administrative costs. Upon the closing of a stock sale
and the meeting of all conditions precedent, the programmable Bitcoin
transaction could seamlessly cancel prior electronic stock certificates
and simultaneously issue new electronic stock certificates. It is conceivable that commercial and residential security deposits may also be
held in Bitcoin accounts, programmed to release deposits to either tenant or landlord upon confirmation of certain events. The security
deposit is held in bitcoin and no third party intermediary retains control. Such a system could further automate property management,
reducing costs and saving time.
The instantaneous processing of small transactions allows for
the development of technology to automatically meter services, such as
Wi-Fi access. 197 The ease of tracking use and accepting instant payments can transform how services are provided where users are
charged for services.' 9s Such a process can be implemented with
phone, cable, internet, water, electricity, and other utilities so payments are made precisely on amounts used automatically and at any
chosen interval. This would encourage conservation and discourage
wasteful use of resources. The costs become immediate and precise, allowing flexibility in billing to daily, weekly, monthly, or any other time
period on an individual basis according to customer behavior or preference. As new Bitcoin applications emerge, the innovation in
applications will demand innovation in legal thought and dynamic regulatory and administrative schemes. The Bitcoin protocol can further
lead to the developments, such as digital voting, digital notary services, and add-on protocols to email services, social media, and other
internet applications to dramatically improve user privacy.
Advancing globalization further leads to many potential international applications of the Bitcoin protocol. Absent strong
international consumer protections, Bitcoin provides a vehicle to program absolute conditions to the use of Bitcoin. If conditions are not met
and verified, Bitcoin is not released. As an example, the United States
could capitalize on the ability to program foreign aid via Bitcoin, to be
released only upon the satisfaction of certain conditions precedent. By
eliminating third party intermediaries, the Bitcoin transactions potentially eliminate, or at least minimize, the risk of corruption in the
distribution of foreign aid money.

197.
198.

BRITO & CASTILLO, supra note 1, at 18.

Id.
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BITCOIN RISK: THE CURRENT DOWNSIDE TO BITCOIN

As with any new, innovative technology, there are risks to the
use of Bitcoin. Among the risks is Bitcoin's volatility as a currency. In
addition, the use of Bitcoin raises certain privacy and security issues.
Bitcoin has also created animosity resulting in economic and financial
warfare. Finally, there are the concerns involving Bitcoin's criminal
use. All of these concerns are likely to grow and evolve as Bitcoin
emerges as an alternate currency and payment system.
A.

Volatility

One of Bitcoin's most significant obstacles to its functionality as
a currency may be its current volatility. The price of Bitcoin rose dramatically in value from July 2010, to April 2013.199 In about thirtythree months, the value of Bitcoin moved from just $0.04 to $135.200
The price then topped out at $1,242.00 on November 29, 2013.201 In
October of 2014, it had fallen under $300.2 02 With the potential growth
in Bitcoin and a limited supply, the demand may result in extended
volatility as Bitcoin expands. Some suggest that deflation is a major
concern due to the fixed supply. 20 3 One way to control price fluctuations is to manipulate supply. 20 4 Bitcoin does not inherently have this
feature since supply is set to grow at a predetermined pace, growing
more difficult with time. 20 5 However, Bitcoin banks or exchanges can
develop to hold large amounts of Bitcoin and act collectively to control
supply as necessary. 20 6 In addition, since this is programmable money,
it is conceivable that supply can be adjusted to mimic any monetary
policy necessary. 20 7 Modern banks favor a low but positive inflation,
partly to reduce labor costs in economic declines by keeping wages
20
steady.
199.

Hibah Yousuf, Bitcoins are a Bubble,

MONEY

(Apr. 5, 2013), http://buzz.money.cnn

.comn2013/04/05/bitcoin-bubble/.
200.
201.

Id.
Ben Rooney, Bitcoin Worth Almost as Much as Gold, CNN (Nov. 29, 2013) http:ll

money.cnn.conm2013/11/29/investing/bitcoin-gold/.
202. Alex Wilhelm, Bitcoin Falls Under $300, TECHCRUNCH (Oct. 5, 2014), http://tech
crunch.com/22014/10/05/bitcoin-falls-under-300/.
203. R. A., Bitcoin: New Money, THE ECONOMIST (Mar. 17, 2014), http://www.economist

.com/blogs/freeexchange/2014103/bitcoin.
204. ANDOLFATTO, supra note 111, at Part 4 (9:40).
205.
206.
207.
208.

Id.
R. A., supra note 203.
Id.
Id.
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Risk, Privacy, and Security Challenges

If someone makes a fraudulent transaction, Bitcoin has no
safety net like credit cards or banks. 20 9 Customers need to be aware of
fraud and incompetence in the operation of wallet services. 2 1° Several
Bitcoin financial institutions lost client bitcoins due to internal security breaches or outside hackers. 21 1 The most recent example is the
crash of Mt. Gox, a bitcoin exchange located in Japan. 2 12 It is informative to distinguish that the issues leading to the demise of Mt. Gox
were not the result of a flaw in the Bitcoin protocol. 213 Rather, the
issue was the management of the exchange. 2 14 According to Tyler Winklevoss, an early, significant investor in Bitcoin, "[i]t can't be
emphasized enough that Mt. Gox's demise was not a Bitcoin problem;
it was a Mt. Gox problem. '2 15 Winklevoss claims to have "stopped using Mt. Gox [the summer of 2013] when it started to look like roach
motel. '2 16 He claims that "[fliat withdrawals were being delayed,
which was a pretty good indication ... its assets and liabilities may not
have been matching up."2 17 Nonetheless, regulators are seizing on the
Mt. Gox situation to push for regulations. 2 18 Since Mt. Gox was located
in Japan and there was no FDIC equivalent insurance for Bitcoin accounts in Japan, the U.S. customers of Mt. Gox may not recover the
lost coins.
C. Economic and FinancialWarfare
The traditional banking systems may place obstacles in the way
of progressing Bitcoin growth. Chase unexpectedly suspended a BitInstant account, forcing its CEO, Charlie Shrem, to fly back from Europe
209.

Timothy B. Lee, FourReasons You Shouldn't Buy Bitcoins, FORBES (Apr. 3, 2013),

http://www.forbes.conmsites/timothylee/2013/04/03/four-reason-you-shouldnt-buy-bitcoins/.
210. Id.
211. Id.
212. Emily Spaven, Gavin Andresen and Jeff Garzik: Mt. Gox is Wrong, Bitcoin isn't
Broken, COINDESK (Feb. 10, 2014), http://www.coindesk.com/gavin-andresen-jeff-garzik-mt-

gox-wrong-bitcoin-isnt-broken/.
213.

Id.

214. Tyler Winklevoss, DigitalDarwinism,WINKLEVOSS
winklevosscapital.comndigital-darwinisnm.

CAPITAL

(Feb. 27, 2014), https:ll

215. Id.
216. Id.
217. Id.
218. Saumya Vaishampayan, et al., Mt. Gox Collapse Riles Bitcoin Users, Spurs Policy
Talk, MARKETWATCH (Feb. 25, 2014), http://www.marketwatch.comnstory/mt-gox-bitcoinsite-disappears-20 14-02-25.
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to transfer funds and open new bank accounts in 2013.219 Initially,
Bitcoin companies had difficulties opening bank accounts. 220 According
to Shrem, he has been ' kicked out" of every major bank in New York,
including Chase, Wells Fargo, Citibank, and U.S. Bank.2 2 1 Shrem says,
"[O]nce they shut down your business account, they ban your social
'22 2
security number too meaning you can't keep a personal account.
Shrem's difficulties were compounded when, in January 2014, Shrem
was charged with crimes related to money laundering. 22 3 On September 4, 2014, Shrem pled guilty to the lesser charge of aiding and
abetting the operation of an unlicensed money transmitting business
in association with his involvement with Silk Road, the online market22 4
place known for illicit sales of narcotics and drug paraphernalia.
Initial difficulties are expected with a start-up industry, particularly so with an industry developing digital currencies. It is
understandable that traditional banking systems would be hesitant
and cautious in dealing with digital currency start-up due to risk of
fraud, theft, and money laundering. While the Bitcoin industry has
successfully attracted high profile investors, they initially encountered
resistance from traditional banks in opening bank accounts due to
bank skittishness in dealing with digital currencies and the early asso2 25
ciation of digital currencies with illegal activities.
Indicative of the efficacy of Bitcoin, the traditional banking system is moving to developing responses to the benefits of the Bitcoin
protocol. As JPMorgan Chase and others resist digital currencies, they
ironically work to develop similar systems. Digital payments are an
area to which banks have long been attracted, as demonstrated by the
patents and other work of JPMorgan Chase to develop its own "com'22 6
puter-implemented method of providing an anonymous payment.
The animosity towards Bitcoin by the traditional banks will
provide ongoing resistance to the growth of Bitcoin and Bitcoin's devel219.

Kashmir Hill, Bitcoin Companies and Entrepreneurs Can't get Bank Account,
(Nov. 15, 2013), http://www.forbes.com/sites/kashmirhill/2013/11/15/bitcoin-compa
nies-and-entrepreneurs-cant-get-bank-accounts/.
220. Id.
221. Id.
222. Id.
223. Joseph Ax, Bitcoin Promoter Shrem Indicted in NY for Money Laundering,
REUTERS (Apr. 14, 2014), http://www.reuters.com/article/2014/04/14/us-usa-crime-bitcoinFORBES

idUSBREA3D1RU20140414.
224.
TIMES

Sydney Ember, Charles Shrem, Bitcoin Supporter, Pleads Guilty in Court, N.Y.
(Sept. 4, 2014), http://dealbook.nytimes.conV2014/09/04/charles-shrem-bitcoin-sup

porter-pleads-guilty-to-federal-charge?
225.
226.

php=true& type=blogs& r=0.

Vaishampayan, supra note 21.
Id.; see also U.S. Patent Application No. 20130317984, supra note 32.
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opment. According to Jamie Dimon, CEO of JPMorgan Chase, if
regulators impose the same standards upon Bitcoin followed by other
payments systems, it will likely mean the end of Bitcoin. 227 Such a
view further suggests the need for innovative public policies promoting
the advancement of more efficient payments systems to promote increasingly efficient commerce in the information age. Dimon then goes
on to say that the question is not whether traditional banking and
monetary institutions accept bitcoin, but rather whether such institu228
tions even participate with the Bitcoin community.
In contrast to Dimon's position, more traditional banking and
finance institutions are studying digital currencies and how to implement the emerging technologies. 229 There is significant resistance and
healthy skepticism surrounding digital currencies and emerging payments systems outside the scope of traditional banking and monetary
institutions. The benefits of the Bitcoin protocol, beyond just a currency, prove too compelling for the traditional banks to ignore. As
Bitcoin grows and traditional banks develop alternative systems, more
uses and more issues will surely arise to be settled.
D. Criminal Use
Discussion of Bitcoin can never escape the criminal element and
the highly publicized negative use of digital currencies, including
Bitcoin. As with any currency or payments system, issues arise regarding money laundering, embezzlement, and fraud. Further, the initial
perception that Bitcoin was completely anonymous, as if paying with
cash, led to an initial heavy use of bitcoin for illicit trading and drug
dealing. In June of 2014, federal prosecutors announced the arrest of
two men accused of using Bitcoin to assist clients in buying and selling
230
illegal drugs worth over $1 million.
Richard Zabel, deputy U.S. Attorney in New York, argues that
Bitcoin is instigating a new crime wave. 2 3 1 Zabel further maintains
that arms dealers and drug traffickers previously preferred payment in
227. Vaishampayan, supra note 21.
228. Id.
229. See Diana Ngo, Largest Bank in the Eurozone Commissions a Study on the Impact
of Bitcoin on the Banking Industry, COINTELEGRAPH (Aug. 26, 2014), http://cointelegraph
.coVnews/112363/largest-bank-in-the-eurozone-commissions-a-study-on-theimpact-ofbitcoin-on-the-banking-industry; see also Olga Kharif, Bitcoin Breakthroughs Studied by
Banks the Currency is out to Replace, BLOOMBERG (May 7, 2014), http://www.bloomberg.comI
news/2014-05-07/bitcoin-breakthroughs-seen-copied-by-banks-it-s-meant-to-replace.html.
230. Marritz, supra note 95.
231. Id.
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cash but carrying cash has become too risky.2 3 2 Zabel explains that
arms dealers and drug traffickers can transfer large amounts of bitcoin
anonymously and safely anywhere in the world with just a click on a
computer.2 3 With Silk Road, the total anonymity was challenged and
law enforcement gained valuable knowledge and insight in tracking
and intercepting illicit activities conducted through the Bitcoin network. Nonetheless, the pseudo-anonymous qualities that make Bitcoin
attractive as an online currency remain qualities that will appeal to
users looking to evade taxes, launder money, and trade in illicit
23 4
goods.
Susan Athey, an economics professor at the Stanford Graduate
School of Business who researches Internet economics, addressed the
Bitcoin and crime paradigm in a recent interview with Stanford News
Service. She noted that, in the early days of the internet, the pornography industry dominated e-commerce. 235 As the internet matured,
pornography did not disappear and the government did not attempt to
shut down the internet due the large role of pornography in the early
development of e-commerce.2 3 6 Today, the internet is still used for
criminal activity, but the government has learned to use electronic
237
trails to halt criminal activity.
Like with most new technologies, people will aim to exploit new
technology for mischievous gains, particularly because government is
slow to adapt to new technologies. Of particular concern is terrorism
and unstable foreign currencies. As Ronald Marks, former CIA officer
and current member of the Intelligence Enterprise Consulting Firm,
stated, new technologies present tremendous problems in counterterrorism and threats to unstable currencies. 238 As governments begin to
assess the legal and public policy issues emerging from this new tech232.
233.
234.
235.

Id.
Id.
BRITO & CASTILLO, supra note 1, at 2.
Clifton B. Parker, Stanford Scholars Say Bitcoin Offers Promise, Peril, STANFORD
(Feb. 18, 2014), http://news.stanford.edu/pr/2014/pr-bitcoin-athey-srinivasan-021814

NEWS

.html.
236.

Athey stated:
In the early days of the Internet, one of the few industries to make money in ecommerce was pornography. In fact, pornography was a large share of Internet activity then. As the Internet matured, pornography did not go away, but the fact that
the Internet facilitated pornography did not lead the government to slow it down.
Today, the Internet is still used for crime, but law enforcement can catch criminals
through their digital trails . . . if enough is at stake with bitcoins, one can use the
digital trails people leave behind to associate addresses with individuals.

Id.
237.
238.

Id.
ATLANTIC COUNCIL,

supra note 74.
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nology, Bitcoin can be expected to be no different. Silk Road shows law
enforcement may be ahead of the curve and suggests the pseudo-anonymous characteristic of the Bitcoin protocol provides law enforcement
with a key tool: the block chain and the resulting public ledger. Public
keys can be traced back and government investigative powers can work
towards uncovering identities. The tracking of public keys by the government leads to questions regarding privacy and the scope of
government searches and monitoring of the public ledger.
IV.

BITCOIN AND GOVERNMENT: EMERGING ISSUES IN

LAW AND PUBLIC POLICY

This section provides an overview of the policy implication for
digital currencies and provides preliminary governing concepts towards the development of a 21st century regulatory framework. The
section further reviews current regulatory rulings, guidance, or statements related to Bitcoin for a variety of federal agencies and a select
few states starting to address Bitcoin.
To fully realize the potential benefits of Bitcoin, it is incumbent
upon regulators to not inhibit the commercial benefits of digital currencies and, in particular, the promising innovation developing on top
of the Bitcoin protocol. Before lawmakers and regulators can develop
optimal laws, regulations, and public policies, a seminal question must
be answered: whether Bitcoin is a currency, a payments system, a commodity, property, or, perhaps, all four at different times, at the same
time, and in different contexts. There may also be more applications for
Bitcoin developed in the coming years that add additional contexts,
such as the development of smart contracts, as well as electronic public
and private records. The answer to this basic question dramatically impacts the outcome and the scope of Bitcoin and its transformative
potential. Beyond the basic characterizations, government must then
concern itself with its typical concerns: consumer protection, privacy,
anonymity, and the dangers of Bitcoin use in advancing terrorism and
criminal activity. Bitcoin contains the power to profoundly transform
society with breakthrough technologies, also known as a disruptive
technology. 239 However, it is critical that the public policy framework
facilitates its progressive transformative qualities.
239. Timothy B. Lee, Bitcoin is a Disruptive Technology, FORBES (Apr. 9, 2013), http:ll
www.forbes.conmsites/timothylee/2013/04/09/bitcoin-is-a-disruptive-technology/ (defining a

disruptive technology as a technology that is simpler to use and cheaper to produce than
what is already on the market; such technologies are initially inferior to what is already on
the market and disruptive technologies initially tend to be dismissed as merely toys). See
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Defining Bitcoin: Currency, Payment System, Commodity,
Property, or All of the Above

The U.S. Constitution prohibits states from issuing currency
but does not prevent privately issued currency, provided it does not
mimic or resemble U.S. money. 240 In 2011, Bernard von NotHaus was
convicted by a federal jury of making, possessing, and selling Liberty
Dollars. 2 4 1 Key to the conviction of NotHaus was the Liberty Dollar's
design, which was too similar to the United States currency and violated forgery laws, though that was not NotHuas' intent. 2 42 His intent
was to develop an alternative currency. 24 3 Alternative currencies are
not new. One of the most successful community currencies in the
United States is the Ithaca Hours, which has been used as a model for
other currencies. 244 Developed by Paul Glover back in 1991, its aim
was to improve education and housing.2 45 More than 900 individuals
and businesses accept Ithaca Hours for goods and services and several
employers pay wages in Ithaca Hours. 246 There is no apparent dispute
that the Constitution permits private alternative currencies that do
not aim to deceive or mimic United States currency and thus digital
currencies, such as Bitcoin, present little constitutional concerns as
digital currency.
Beyond the constitutional question, the inconsistent classification of Bitcoin throughout federal agencies suggests the need for
legislative action to provide a definitive and conclusive classification or
classifications for Bitcoin and other digital currencies. The best approach would be for Congress to recognize Bitcoin as a dynamic new
technology, broadly classified to encompass all of its qualities and develop a legal and regulatory framework that recognizes its unique
generally CLAYTON M.

CHRISTENSEN, THE INNOVATOR'S DILEMMA: THE REVOLUTIONARY BOOK

You DO BUSINESS (2000).
U.S. CONST., art. I, § 10.
241. Tom Lovett, Local Liberty Dollar "Architect'Bernard von NotHaus Convicted, EvANSVILLE COURIER & PRESS (Mar. 19, 2011), http://www.courierpress.conmnews/2011/mar/
THAT WILL CHANGE THE WAY

240.

19/local-liberty-dollar-architect-found-guilty/.
242. Id.
243. Id.
244. Blake Ellis, Funny Money: 11 Local Currencies?, CNN, http://money.cnn.conmgalleries/2012/pf/1201/gallery.community-currencies/3.html
(last updated Jan. 27, 2012)

(noting that other alternative currencies exist in Traverse City, MI (Bay Bucks), Portland,
OR (Cascadia Hour Exchange), Bellingham and Seattle, WA (Life Dollars), Ardmore, PA
(Downtown Dollars), Washington, D.C. area (Potomacs), Fayetteville, AR (Local Trade Partners), Brooklyn, NY (Brooklyn Torches), and New Orleans, LA (Crescents)).
245.
246.

Id.
Id.
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characteristics. Bitcoin would benefit from the legitimacy that would
result from defining legislative action, and clearing up notable discrepancies and uncertain outlooks. Such legislation stages further
advancements in the use of Bitcoin and the development of new applications within the Bitcoin protocol. Over the past year, Congressional
hearings to discover Bitcoin have proliferated, including a Bitcoin ATM
247
demonstration.
The classification of Bitcoin has been slowly developing due to
compelling needs within agencies, but with inconsistent outcomes as
Bitcoin begins to influence in various contexts. 2 4 As governments begin to initially work toward an understanding of Bitcoin, there is a
growing need to devise a consistent classification of the status of
Bitcoin across the federal government. A classification that only encompasses one characteristic, such as a currency classification, will be
inherently flawed. The classification must encompass all of the current
and future characteristics of Bitcoin. Bitcoin and digital currencies are
unique and warrant a flexible and innovative classification. A classification embracing its full capacity as a currency, a commodity, a
payments system, and future uses would provide an optimal foundation to advance Bitcoin by establishing credibility and certainty,
leading to substantial transformative technologies. Several federal
agencies have promulgated policies or guidance in an attempt to begin
to determine the optimal classification of Bitcoin for regulatory purposes. It is interesting to note the internal fundamental struggle in
classifying the technology. If a definitive fundamental classification is
difficult, one can imagine the complexity surrounding future attempts
to regulate emerging and derivative applications stemming from the
development of the block chain.
The Bitcoin protocol would thrive best with a minimal, least intrusive regulatory scheme or even a self-regulating solution. Ronald A.
Marks, President and Senior Partner of Intelligence Enterprises, recently stated at a panel by the Atlantic Council that Washington is a
247. Ian Paul, First Bitcoin ATMs Heading to the U.S. in February,TECHHIVE (Feb. 18,
2014), http://www.techhive.com/article/2098434/first-bitcoin-atms-heading-to-the-u-s-infebruary.html (stating that the first three Bitcoin ATM's in the United States were placed in
Boston, Albuquerque, and Austin).
248. World: Bitcoin InconsistentRegulation Harms Rather Than Benefits Industry, THE
PAYPERS (Oct. 24, 2014, 12:56 PM CET), http://www.thepaypers.com/cryptocurrencies-

bitcoin-virtual-currencies/world-bitcoin-inconsistent-regulation-harms-rather-thanbene
fits-industry/757056-39. As is noted throughout the article, Bitcoin is influencing financial
and legal institutions as a borderless, decentralized international digital currency, a lower
cost payment system, a low cost money transfer vehicle, a hedge against volatile national
currencies, a tradable commodity, a vehicle for contract management, and as a public
registry.
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20th century town but Bitcoin is a 21st century technology. 24 9 Marks
further points out that current regulation is derived from a nation
state paradigm and this is problematic with boundless digital currencies operating outside the nation state framework. 250 Coming from a
nation state based view, it is difficult for government to work outside
the nation state paradigm. Marks suggests the need for a different process, moving away from the Bretton Woods monetary structure. 25 1 To
optimize the technological potential, the U.S Congress must look toward further developing a 21st century regulatory scheme.
Judith Rinearson, a partner at Bryan Cave who specializes in
money transmission and digital currencies, suggests the need to craft
custom rules for Bitcoin, presumably across all agencies, to devise regulations that work and provide consumers with security and comfort,
25 2
but not so much to restrict, destroy, or push the industry offshore.
Eden Yago, CEO of Epiphyte and founding board member of the Digital Asset Transfer Authority, points out that important to the
discussion is that the block chain itself is a form of regulation. 25 3 This
form of regulation is based on software principles instead of legal and
bureaucratic ones and results in less need for legal and bureaucratic
regulation. 25 4 Regulation by software suggests that legal and bureaucratic regulations can first acknowledge the efficacy of the software
regulation in the block chain to avoid redundant regulation and minimize the cost and expense of overly burdensome legal and bureaucratic
regulation.
The IRS recently took its first step in resolving the categorical
question by declaring Bitcoin as property and stating that Bitcoin
would be treated as property for federal income tax purposes. 25 5 As a
249. ATLANTIC COUNCIL, supra note 74.
250. Id.
251. Id. The United Nations Monetary and Financial Conference at Bretton Woods on
July 22, 1944, established the International Monetary Fund and an international monetary
policy based upon the competing recommendations of John Maynard Keynes and Harry
Dexter White. See generally Benjamin J. Cohen, Bretton Woods System, UNIV. OF CAL.
SANTA BARBARA, http://www.polsci.ucsb.edu/faculty/cohen/inpress/bretton.html (last visited
May 30, 2014).
252. Adrianne Jeffries, New York Considers Creating a 'BitLicense' for Bitcoin Businesses, THE VERGE (Jan. 28, 2014), http://www.theverge.com/2014/1/28/5353806/new-yorkis-considering-bitlicense-bitcoin.
253. Edan Yago, Block Chain Technology Offers New Crime-FightingOptions, COINDESK
(Apr. 14, 2014), http://www.coindesk.com/blockchain-technology-offers-new-crime-fightingoptions/.
254. Id.
255. I.R.S. Notice 2014-16 I.R.B. 938, available at http://www.irs.gov/pub/irs-drop/n-1421.pdf?utm source=3.31.2014+Tax+Alert&utm campaign=3.31.14+Tax+Alert&utm medi
um=email [hereinafter I.R.S. Notice].
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result of this guidance, the general tax principles applicable to property transactions now apply to Bitcoin transactions. 25 6 This means
capital gains must be recorded and reported. 25 7 Since the IRS initially
did not recognize Bitcoin as a currency, despite operating, at least in
part, as currency, bitcoin owners are responsible for recording the market price in USD of their bitcoins the day they are obtained, then
reporting the difference in the market price the day the bitcoins are
25 9
used. 25 1 Any realized gain is considered a taxable capital gain.
Andreas Antonopoulos, the Chief Security Officer of
Blockchain.info and one of the few leaders in the Bitcoin community,
says reporting capital gains on each bitcoin transaction is "ridiculous"
and will result in an excessive amount of record keeping. 260 The IRS
notice further states that Bitcoin miners mining digital currency realize income when they are awarded new bitcoin. 261 Accordingly, if the
mining activity creates digital currency out of previously non-existent
property, the miner should not be forced to realize gross income until
the newly minted digital currency is exchanged. 26 2 This immediate recognition of income is one of the more unique circumstances resulting
from the IRS ruling and is the most probable source of potential litigation. 2 63 In the end, the IRS, to this point, has decided to disregard the
characteristics of Bitcoin as a currency and a payment system. The IRS
guidance appears grounded in a 20th century state-based regulatory
paradigm, failing to acknowledge the unique transformative characteristics inherent in the Bitcoin protocol.
It has been argued that the tax problems presented by Bitcoin
are indicative of the fragmented and outdated financial industry
rather than Bitcoin. 2 64 Smartphones integrated hundreds of devices
and policy makers should encourage the development of financial instruments with the ability to function seamlessly as a currency,
256. Id.
257. Perianne Boring, Bitcoin Could Strengthen the World Economy if Washington
Doesn't Destroy It, FORBES (Apr. 2, 2014), http://www.forbes.com/sites/perianneboring/2014/

04102/bitcin-could-strengthen-the-world-economy-if-washington-doesnt-destroy-it/.
258.
259.
260.
261.
FORBES

Id.
Id.
Id.
Peter J. Reilly, Bitcoins Not Tax Fairy Dust - Second Life Still a Tax Haven?,
(Mar. 26, 2014), http://www.forbes.conmsites/peterjreilly/2014/03/26/bitcoins-not-

tax-fairy-dust-second-life-still-a-tax-haven/.
262.
263.
264.

Id.
Id.
Julia Dixon, Networks will Form and Needs will be Met. The Mechanics of Bitcoin

Adoption, DIGITAL & GOLD CURRENCY (Dec. 23, 2013), http://www.dgcmagazine.com/net
works-will-form-and-needs-will-be-met-the-mechanics-of-bitcoin-adoption/.
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payment system, commodity, financial asset, and other emerging legal
and financial functions. Bitcoin is doing these things. The multi-functional characteristics of this financial asset also explain why Bitcoin is
generally misunderstood yet able to survive a significant amount of
2 65
scrutiny.
In response to the IRS, Republican Steve Stockman (R-TX) introduced the "Virtual Currency Tax Reform Act." 26 6 The Reform Act
would aim to supersede the IRS guidance and change the tax status of
Bitcoin and other digital currencies to be treated as currency for federal taxes purposes. 267 Still, the Act is limited to digital currency
functioning as currency and needs a more expansive scope. Prior to
this IRS ruling, the Securities and Exchange Commission (SEC) maintained the position that any investment in securities in the United
States remains subject to the jurisdiction of the SEC regardless of
whether the investment is made with Bitcoin. 268 To the contrary, the
district court concluded that bitcoin could be used as money and therefore classified bitcoin as a currency. 2 69 This federal court ruling
conflicts with the IRS guidance. Shavers was later convicted of the civil
charges and ordered to pay $40 million in fines. 270 In November of
2014, Shavers was arrested on criminal charges of one count of securities fraud and one count of wire fraud and faces a maximum penalty of
20 years in prison for each case. 27 1 In August of 2014, another federal
judge in the Southern District of New York ruled Bitcoin a currency
27 2
and cited Shavers.
The Uniform Commercial Code defines money as "a medium of
exchange currently authorized or adopted by a domestic or foreign government ... includ[ing] a monetary unit of account established by an
265. Id.
266. Perianne Boring, Breaking: Rep. Stockman to Introduce First Bitcoin Bill, FORBES
(Apr. 8, 2014), http://www.forbes.com/sites/perianneboring/2014/04/08/breaking-rep-stock

man-to-introduce-first-bitcoin-bill/.
267. Id.
268. See generally Press Release, U.S. Securities & Exchange Commission, SEC
Charges Texas Man With Running Bitcoin-Denominated Ponzi Scheme (July 23, 2013),
available at https://www.sec.gov/News/PressRelease/Detail/PressRelease/1370539730583#
.U2WS vldXeJ.

269.

Id. at 2.

270.

Jordan Maglich, Texas Man Arrested for $4.5 Million Bitcoin Ponzi Scheme,
(Nov. 6, 2014), http://www.forbes.com/sites/jordanmaglich/2014/11/06/texas-man-ar

FORBES

rested-for-4-5-million-bitcoin-ponzi-scheme/.
271.
272.

Id.
U.S. v. Faiella, 39 F. Supp. 3d 544, 545 (S.D.N.Y. 2014) (citing Shavers, 2013 WL

4028182, at *2) (finding that bitcoin qualifies as "money" or "funds" because it "can be easily
purchased in exchange for ordinary currency, acts as a denominator of value, and is used to
conduct financial transactions").
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intergovernmental organization or by agreement between two or more
countries." 27 3 The Department of Treasury and the Financial Crimes
Enforcement Network (FinCEN) each define money similar to the
UCC.274 FinCEN's guidance defines currency (also referred to as "real"
currency) as "the coin and paper money of the United States or of any
other country that (i) is designated as legal tender and that (ii) circulates and (iii) is customarily used and accepted as a medium of
27 5
exchange in the country of issuance."
Black's Law Dictionary defines currency as coined money and
such bank-notes or other paper money that circulate from hand to
hand as a medium of exchange.2 7 6 On the other hand, money is a generic term, and its definition embraces every description of coin or
bank-notes recognized by common consent as a determinate value
fixed by governments. 27 7 In reviewing the definitions of money and
currency, there is little significant distinction between the terms. Each
of the various definitions outlined above are 20th century regulatory
schemes. None of these definitions of money or currency contemplate
21st century digital currencies.
In contrast to the 20th century "real" currencies, "digital" currencies are a medium of exchange that operate like currencies in some
environments, but do not have all the attributes of real currency nor,
as outlined later in this paper, are digital currencies limited only to use
as a currency. In particular, digital currencies do not have legal tender
status in any jurisdiction. FinCEN's guidance addresses "convertible"
digital currency.2 78 FinCEN further concludes that digital currency
has "an equivalent value in real currency or acts as a substitute for
real currency."27 9 This equivalent value or role as a substitute appears
to be how FinCEN then concludes Bitcoin exchanges may be treated as
money transmitters, by virtue of acting as a substitute for real
20
currency.
The lack of distinction between currency and money and the
classification of digital currencies as money are important to consider
273.
274.

U.C.C. §1-201(24) (2014).
Dep't of Treas. FinCEN Guidance FIN-2013-GO1 (Mar. 18, 2013), available at http:/

/www.FinCEN.gov/statutes regs/guidance/pdf/FIN-2013-GOO1.pdf [hereinafter FinCEN]
(releasing guidance on the application of FinCEN's regulations to persons administering,
exchanging, or using virtual currencies).
275. Id.

276.
277.

Currency Definition, BLACK'S LAW DICTIONARY (10th ed. 2014).
Money Definition, BLACK'S LAW DICTIONARY (10th ed. 2014).

278.
279.
280.

FinCEN, supra note 274.
Id.
Id.
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when applying the Bank Secrecy Act and FinCEN regulations. Money
transmitters are subject to licensing to protect consumers and combat
money laundering. 28 ' The USA Patriot Act makes it criminal to operate money transmittal businesses without a license. 2 2 To be subject to
these laws, Bitcoin would necessarily need to be defined as currency or
money. 2 3 The IRS concluded Bitcoin was property, not money or currency, however. 2 4 Based upon the UCC definition of money and the
plain meaning of money and currency, a technical application would
suggest the lack of legal status or state backing prevents Bitcoin from
being defined as currency or money. However, a less technical application of currency would suggest the defining characteristic is a medium
of exchange, regardless of its form and regardless of state backing or
legal status by a government. The innovative nature of digital currencies would suggest consideration in revising the UCC definition of
money to include Bitcoin and other digital currencies.
If we assume for the sake of discussion that Bitcoin is a currency and, therefore, money, there is still an issue in applying the
money transmitter definition with the Bitcoin protocol. As a peer-topeer network, Bitcoin itself is not a money transmitter. 2 5 As described
previously, the transactions are conducted by software without a third
party intermediary acting as a money transmitter. 2 6 The Bitcoin protocol does not have a central organization or legal entity that can be
defined as a "money transmitter." This unique characteristic keeps the
peer-to-peer decentralized network outside the scope of the Bank Secrecy Act 2 17 and the USA Patriot Act. 28 8 This is illustrative of how the
21st century Bitcoin protocol does not fit within the 20th century regulatory paradigm.
In January of 2014, FinCEN ruled with respect to how it would
classify Bitcoin miners and Bitcoin exchanges. 2 9 First, with respect to
Bitcoin miners, FinCEN ruled that individuals mining or investing in
281.

18 U.S.C.A. § 1960 (2014).

282.

USA Patriot Act of 2001 § 352 Pub. L. No. 107-56, 115 Stat 272 (2001) (codified as

amended at 18 U.S.C.A. § 1960 (2014)).
283. Id.; see also Daniel L. Glaser, Treasury's Work to Support Money Transmitters,
DEP'T OF TREAS. (Oct. 8, 2014), http://www.treasury.gov/connect/blog/Pages/Treasury%E2%
80%99s-Work-to-Support-Money-Transmitters.aspx.
284. I.R.S. Notice, supra note 255.
285. BRITO & CASTILLO, supra note 1, at 3-4.

286.

Id. at 4.

287.

18 U.S.C.A. § 1960.

288.

Section 352 of the USA PATRIOT ACT OF 2001, Pub. L. No. 107-56, 115 Stat 272

(2001) (codified as amended at 18 U.S.C.A. § 1960).
289. Application of FinCEN's Regulations to Virtual Currency Mining Operations, FED.
BANKING L. REP., 76-095 (C.C.H.)
76-101, 2012 WL 4437118 (Jan. 30, 2014).
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digital currencies for personal use and businesses that buy and sell
digital currencies purely as investment do not qualify as money transmitters. 290 On the other hand, FinCEN ruled that Bitcoin exchanges
and other digital currency exchanges would be required to register
with FinCEN and comply with money-laundering regulations, whether
exchanging legal tender or digital currency. 2 9 1 This ruling conflicts
with the IRS ruling that Bitcoin is property. 29 2 FinCEN applies
money-laundering regulations against Bitcoin exchanges as if they are
money transmitters, meaning FinCEN maintains that bitcoin is money
or digital currency. To hold otherwise would run the risk of losing the
ability to combat money laundering through Bitcoin and other digital
currencies. It is notable that, while FinCEN provided guidance that
Bitcoin is not considered legal tender, the operating Bitcoin exchanges
are nonetheless still classified by FinCEN as money transmitters subject to the Bank Secrecy Act, which was passed before the internet and
well before digital currencies existed. 29 3 The money service regulations
are putting some Bitcoin exchanges out of business in this early
stage. 2 94 On October 27, 2014, FinCEN issued two Administrative Rulings clarifying that FinCen treats both Virtual Currency Trading
Platforms and Virtual Currency Payment Systems as money
295
transmitters.
The repercussions of the IRS guidance in the money-laundering
context were immediately felt. The attorneys for Ross Ulbricht immediately filed a motion with the court regarding the money laundering
charge. 2 96 Stating that Bitcoin was not a currency, Ulbricht's attorney
297
argued the money laundering charge must be dismissed.
BitGo and BitPay are two companies leading the way as Bitcoin
money transmitters in addressing regulatory compliance mandates. 298 Despite the IRS guidance, Will O'Brien, the CEO of BitGo,
asserts that his company complied all along with the ultimate findings
290. Id.
291. Id.
292. I.R.S. Notice, supra note 255.
293. Boring, supra note 257.
294. Id.
295. Virtual Currency Trading Platform Operator was Money Transmitter, Vol. 2014208 BANK DIGEST ONLINE, WL 5449501 (Oct. 28, 2014); Exchanger of Convertible Virtual
Currency was Money Transmitter, Vol. 2014-208 BANK DIGEST ONLINE, WL 5449501 (Oct.
28, 2014).
296. Tanaya Macheel, Ross Ulbricht'sAttorney Cites IRS Guidance in Motion to Dismiss
Charges, COINDESK (Apr. 1, 2014), http://www.coindesk.com/ross-ulbricht-attorney-irs-guid

ance-motion-dismiss-charges/.
297.
298.

Id.
Boring, supra note 257.
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in the IRS guideline. 29 9 According to O'Brien, the company's tax accountant recommended implementation of a tax policy based upon the
30 0
expectation that the IRS would initially treat Bitcoin as property.
BitPay, another payment processor, also maintained that their customers were fully prepared to comply with their tax obligations.3 0 1 Such
industry statements suggest that the IRS guideline may not be a substantial obstacle for the larger, well-funded companies. However,
smaller companies may face more challenging and detrimental compliance costs.
At the state level, New York was one of the first states to start
investigating holding hearings on the Bitcoin protocol.3 0 2 The State of
New York has initiated a formal procedure to develop, license, and regulate digital currency exchanges in response to shady dealings such as
the collapse of Tokyo's major bitcoin exchange, MtGox. 30 3 New York's
Superintendent of Financial Services for the New York State Department of Financial Services (NYDFS), Benjamin Lawsky, soon issued a
public order notifying the industry that New York was accepting applications for digital currency exchanges in connection with its licensing
objectives. 30 4 The NYDFS indicated that the order seeking applications
was precipitated by the perceived need for stricter oversight of digital
currency firms in light of the growing publicity of the Mt. Gox
305
scandal.
On July 14, 2014, Lawsky and the NYDFS issued a proposed
"BitLicense" regulatory scheme for digital currencies operating in the
New York area and sought public comment, sending the Bitcoin industry into rapid response mode.3 0 6 The proposed rules "contain consumer
protection, anti-money laundering compliance, and cyber security rules
tailored for digital currency firms. ' 30 7 The industry response was
mixed. Jerry Brito's initial reaction was that "whether the industry
likes it or not, states will want to license and regulate" digital curren299.

Id.

300.
301.

Id.
Id.

302.
TIMES

Jerin Mathew, Bitcoin Exchanges to be Regulated by New York's Lawsky, INT'L Bus.
(Mar. 12, 2014), http://www.ibtimes.co.uk/bitcoin-exchanges-be-regulated-by-new-

yorks-lawsky-1439940.
303. Id.
304.

Id.

305. Id.
306. Press Release, NY Dep't of Fin. Serv., NY DFS Releases Proposed Bitlicense Regulatory Framework for Virtual Currency Firms (July 17, 2014), available at http://www
.dfs.ny.gov/about/press2014/pr1407171.html.
307.

Id.
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cies and "New York has engaged in a thoughtful process and the
proposed rules" are a step in the right direction.3 08 Having said that,
Brito acknowledges room for clarity and improvement and the comment period provides the industry an opportunity to address the scope
3 10
of the regulation.3 0 9 However, some reacted less favorably.
Circle, a digital currency company, suggested the BitLicense as
initially proposed would make it impossible and illegal for the company
to provide services to its customers in New York and might force Circle
to block New York residents from using Circle services. 3 1' Nonetheless,
Circle is realistic in understanding that some form of regulation for
consumer protection is unavoidable and required for advancing the industry, though Circle maintains the proposed BitLicense makes
matters worse, not better.3 1 2 Among the chief contentions are lack of
clarity, lack of consistency, lack of an on ramp, lack of agility, and elim31 3
ination of consumer protection.
The lack of clarity in definitions leads to an overreaching and
vague understanding of the application of the BitLicense to various
Bitcoin ventures without regard to the various industry ventures.3 1 4 At
the same time, the BitLicense proposal is technically specific and not
flexible to allow for the evolution of the block chain technology.3 1 5 With
respect to new ventures and innovation, the BitLicense has a "lack of
an on ramp" for new startups and the evolution of the emerging block
chain applications.3 1 6 Lawsky has addressed this concern and has suggested the NYDFS is working to address this concern in the revised
regulations to be issued after the comment period.3 17 Similarly, the
overly strict regulations inhibit innovative product development, as
308. Jerry Brito, New York's Financial Regulator Releases a Draft of 'BitLicense' for
Bitcoin Businesses. Here are my Initial Thoughts, THE TECHNOLOGY LIBERATION FRONT (July
17, 2014), http://techliberation.com/2014/07/17/new-yorks-financial-regulator-releases-adraft-of-bitlicense-for-bitcoin-businesses-here-are-my-initial-thoughts/.
309. Id.
310. Jon Southurst, Industry Reactions to New York's BitLicense Proposal, COINDESK
(Aug. 10, 2014), http://www.coindesk.com/new-york-bitlicense-views-inside-bitcoin-industry/.
311. Sean Neville, Hammering on the BitLicense, MEDIUM (Aug. 13, 2014), https://me
dium.conm@psneville/hammering-on-the-bitlicense-d00a8 le4f5c0.
312. Id.
313. Id.
314. Id.
315. Id.
316. Id.
317. Jon Southurst, Lawsky: BitLicense May Exempt Non-Financial Blockchain
Projects, COINDESK (Nov. 4, 2014), http://www.coindesk.comlawsky-non-financial-blockchain-projects-exempt-current-bitlicense/.
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well as new funding and security innovations.3 1 To encourage venture
capital interest, the regulatory environment must not impose a set of
rules that allow for only the few well-funded companies to comply and
prohibit further growth among less-funded startups.3 19 It is important
for consumers to have a diverse internet of money rather than a one
3 20
company monopoly of money.
Finally, and most importantly, Circle maintains that requiring
such an expensive, time-consuming, and ineffective collection of consumer information threatens consumer privacy while failing to
substantially address the bad actors and unscrupulous companies involved in money laundering.321 Circle suggests the need to study the
overall regulatory cost and privacy risk associated with the collection
of consumer data versus the benefits in addressing money laundering
32 2
activities before imposing such wide ranging requirements.
The Bitcoin Foundation also provided comments on the proposed BitLicense regulation.3 2 3 The Bitcoin Foundation's primary
concern is the "technology-specific character" of the BitLicense proposal. 32 4 Financial services are the same from a consumer's perspective
and technology specific regulations would hamper competition with
traditional financial firms, harming consumers by hampering the improvement and cost reduction realized by the innovative technology. 325
Texas Representative Steve Stockman said the New York Department
of Financial Services BitLicense is oppressive for small businesses and
is a "banker's dream come true. ' 32 6 Stockman maintains that the regulations fail to help small companies and instead act as a "protective
327
hedge" around banks.
In contrast, the Texas Department of Banking released a supervisory memorandum outlining its regulatory stance on digital
currencies within the guidelines set by the Texas Money Services Act
318.
319.
320.
321.
322.

Neville, supra note 311.
Id.
Id.
Id.
Mathew, supra note 302.

323.

Letter from Jim Harper, Global Policy Counsel, The Bitcoin Found., to Benjamin

M. Lawsky, Super. of Fin. Servs., New York Dep't of Fin. Servs. (Oct. 8, 2014), available at

https://bitcoinfoundation.org/wp-content/uploads/2014/10/2014-10-08-Bitcoin-FoundationComment-on-NYDFS-BitLicense-Proposal.pdf.
324. Id. at 1.
325. Id. at 1-2.
326. David Smith, Overstock, Free Processing and Oppressive Regulations Highlight
Bitcoin's Week, YAHOO FINANCE (Aug. 1, 2014), http://finance.yahoo.comnnews/overstock-
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and concluded digital currencies are not money and exchanging digital
currency for sovereign currency is not currency exchange under the
Texas Finance Code. 3 28 In Texas, digital currencies are not recognized
as legal tender for three reasons: they lack backing from an institution
like a central bank, do not have intrinsic value, and do not carry any
guarantees of redemption.3 2 9 In addition, four other states, Colorado,
New Mexico, New Hampshire and California, appear to be taking more
330
cautioned approaches to Bitcoin and other digital currencies.
The focus on the money transmitter function is the logical place
to begin and where much of the initial regulatory focus is falling. From
a law enforcement point of view, the Bitcoin exchanges offer the key to
unlocking the identities of suspicious transaction patterns of public
Bitcoin addresses. According to Lawsky, Mt. Gox and other firms suspected in shady transactions illustrate a compelling need to strengthen
government oversight of the digital currency exchanges and establish
strong consumer protection, improved cyber security, and adherence to
33 1
anti-money laundering statutes.
While there is clearly a need and room for regulatory oversight,
regulators should look to minimize the regulatory burdens upon the
emerging technology and cautiously monitor the effectiveness of the
Bitcoin protocols' self-regulatory functions. As Brito and Castillo write,
the consideration for how to best regulate this emerging technology is
for regulators to take caution to narrowly tailor regulations to avoid
hindering the promising potential of this innovative financial protocol. 3 3 2 Such an approach provides the freedom for innovation and the
development of disruptive technologies and progressive improvement
in online commerce. As with the internet, and as technology teaches
repeatedly, while we may learn to understand how to use technology,
33 3
we often do not realize the implications of its use down the road.
328. Charles G. Cooper, Tex. Banking Comm'r., Regulatory Treatment of Virtual Currencies Under the Texas Money Services Act, Supervisory Memorandum -1037, TEx. DEPT.
OF BANKING 2 (Apr. 3, 2014), http://www.dob.texas.gov/public/uploads/files/consumer-infor

mation/sm1037.pdf.
329. Stan Higgins, New Texas Memorandum Outlines Initial Bitcoin Exchange Guidelines, COINDESK (Apr. 3, 2014), http://www.coindesk.comnnew-texas-memorandum-outlines-

initial-bitcoin-exchange-guidelines/.
330.

Daniel Cawrey, 5 US States Poised to Promote Bitcoin-Friendly Regulation,
(Aug. 31, 2014), http://www.coindesk.com/5-us-states-poised-promote-bitcoin-

COINDESK

friendly-regulation/.
331.

Mathew, supra note 302.
BRITO & CASTILLO, supra note 1, at 2.
333. See generally KRIS RIVENBURGH, THE BITCOIN
DIGITIAL CURRENCY You DON'T UNDERSTAND (2014).
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An interesting new distinction arises in the context of Second
Life and its different application of digital currency, which is informative. 334 The in-game currency (Linden dollars) is freely traded on the
LindeX.3 3 5 The question then becomes whether in-game transactions
should be taxed.3 3 6 As one might expect, there is little guidance on this
issue and the most reasonable answer seems to be that there is no tax337
able income until you translate into dollars or something equivalent.
Singapore has developed a taxing scheme that addresses this. 33 s The
Inland Revenue Authority of Singapore has promulgated the most developed tax policy related to digital currencies in clear and concise
guidelines.3 3 9 The Singapore tax policy is as follows: (1) if you make
money through commercial transactions by selling goods, the revenue
is taxed as income tax; (2) if you make money through investments,
capital gains are taxed at the current capital gains rate of zero percent;
(3) if you buy or sell bitcoins with dollars or pay for services with
bitcoin, transactions involving real money or services are taxable; and
(4) if there are no real world goods or services, then the transaction is
3 0
not taxable (i.e. purchasing virtual clothing for avatar with bitcoin). 4
This dual and competing regulation of Bitcoin is confusing and
has a negative effect on the growth of Bitcoin as a world currency, thus
taking away from the promising services Bitcoin has to offer to some of
the most disenfranchised members of financial society.3 41 The dynamic
nature of digital currencies is just the beginning of the regulatory challenges for Bitcoin, as multiple regulatory agencies are looking to
oversee digital currencies, including the Department of Justice,
FINRA, CFTC, FTC, and the SEC.3 42 A substantial number of those in
the Bitcoin industry do not like the idea of centralized advocacy, but a
unified voice from the Bitcoin community is important to achieve regulatory goals that advance Bitcoin and other digital currencies.3 4 3 While
these industry leaders are eager to contribute to the U.S. regulatory
334.

See

LIDEN LABS,

http://www.lindenlab.comnproducts/second-life (last visited May

30, 2015).
335. Id.
336. Reilly, supra note 261.
337. Id.
338. David Moskowitz, Singapore Tax Authorities (IRAS) Recognize Bitcoin and Gives
Guidance, COIN REPUBLIC (Jan. 8, 2014), http://coinrepublic.comnsingapore-tax-authorities-

iras-recognize-bitcoin-and-gives-guidance/.
339.
340.
341.
342.
343.
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Boring, supra note 257.
Id.
Id.

\ \jciprod0l \productn\ F\ FAM \10-1 \FAM106.txt

238

unknown

Seq: 46

FLORIDA A&M UNIV. LAW REVIEW

4-DEC-15

8:48

Vol. 10:1:193

regime, Bitcoin can regulate itself. As Will O'Brien points out, "the nice
thing about the Blockchain is that you can easily get a record of every
transaction you've ever made." 34 4 Bitcoin was created with security in
mind. 345 The Block chain is Bitcoin's public ledger that records every
transaction in the Bitcoin economy.3 46 Analog channels, such as cash,
provide greater anonymity for criminals to route illicit activity than
Bitcoin.3 47 Additionally, the industry already created a self-regulating
organization, Digital Asset Transfer Authority or "DATA," which establishes best practices and consumer protection initiatives for digital
348
asset companies.
B.

New Regulatory Paradigmfor Digital Currencies

It is incumbent upon today's policymakers to seize the rare opportunity presented by the Bitcoin technology to develop regulatory
policy working in harmony with emerging technology. Bitcoin presents
an opportunity to transform regulatory policy and develop and implement a public policy framework that builds a synergistic relationship
with government to more effectively regulate 21st century technology.
The idea of an alternate currency is not new. In a 1999 interview, Milton Friedman concluded that the internet was going to be one
of the major forces providing for the reduction of the role of government. 349 According to Friedman, one of the missing components of a
fully functioning internet was the creation of a reliable currency and
payment system, where one internet user can transfer to another internet user, whether the two internet users know each other or not, as
with many every day cash transactions.3 5 0 Friedman predicted digital
currencies would develop on the Internet and make it even easier for
people to transact thereon. 3 5 1 He also acknowledged the negative impact of allowing people with a propensity to engage in illegal
3 52
transactions an easier way to transact business.
Bitcoin technology offers an opportunity for government to more
effectively regulate commerce and many other public policy areas.
344.

Id.

345.
346.
347.
348.
349.

Id.
Boring, supra note 257.
Id.
Id.
Steve H. Hanke, Friedmanand Hanke on Bitcoin, CATO INST. (Feb. 20, 2014), http:/

/www.cato.org/blog/friedman-hanke-bitcoin?gclid=CMfyvbuN370CFUpnOgod
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352.
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Chris Brummer, speaking about Bitcoin at the Atlantic Council on
April 11, 2014, suggested that an initial question is the proper role of
regulatory agencies. 3 Brummer explained that Bitcoin, instead of a
centralized, democratized transaction process, is a market-based information system and such characteristics are very different from any
payment system to date.3 5 4 Bitcoin is generated by software and it is
given value backed by faith. 35 5 Digital communities give it value, not
nation communities, which is a 21st century phenomenon.3 5 6 Brummer
states that this rising phenomenon, combined with growing international skepticism of monetary systems, raises signification questions
regarding the role of regulators.3 5 7 The conundrum for regulators
comes back to the application of modern characterizations .3 5 Bitcoin
more and more seems to be its own category, encompassing the characteristics of a commodity, a currency, an investment or security, a
payment system, and, probably least of all, an asset or property. Kevin
Houk, a researcher and developer with Blockchain.info and a Bitcoin
miner, agrees that no one yet knows how to define Bitcoin. It is having
an identity crisis, and this reality is very likely that Bitcoin is all of
35 9
these things and that that makes it its own thing.
According to Brummer, the property definition issued in the
IRS guidance is "weird" since property does not usually have the character of anonymity like Bitcoin does.3 60 Quite the contrary, the U.S
legal system has extensive case law and statutes dealing with ownership and property rights.3 61 Brummer points out that how
3 62
governments answer this question determines who is in charge.
Who is in charge no doubt determines the traditional regulatory
scheme to be applied. The question of who is in charge is further complicated by the international aspect of the boundless characteristic of
Bitcoin. The end conclusion may well be one that leads to confusion,
overlap, and inconsistency. Brummer concludes that at this point, it is
353. ATLANTIC COUNCIL, supra note 75 (noting that Brummer is a law professor at Georgetown University and Project Director of the Transatlantic Finance Initiative and C.
Boyden Gray Fellow on Finance and Growth for the Global Business and Economics Program of the Atlantic Council).
354. Id.
355. Id.
356. Id.
357. Id.
358. Id.

359.

ATLANTIC COUNCIL,

360.
361.
362.

Id.
Id.
Id.

supra note 75.
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too early to formulate responses because it remains unclear how
36 3
Bitcoin will be defined and who will be in charge.
Government officials and public policymakers should be encouraged to take a step back and assess Bitcoin from a larger
perspective than one agency. This larger perspective should first begin
in the legislature, where a step back and broad overview can lead to a
21st century solution that encompasses all that Bitcoin entails. To
date, agencies have demonstrated the understandable propensity to
define Bitcoin within the context of their narrow mandate. The IRS
views Bitcoin as property because that is the best definition for generating maximum tax revenue 64 FinCEN has defined Bitcoin as
currency to ensure Bitcoin falls under the money laundering statues
and enable FinCEN to pursue those engaging in money laundering
through Bitcoin. 3 65 The SEC persuaded a district court to define
Bitcoin as currency in order to establish the purchase of investments
and its jurisdiction of the sale of securities in a Ponzi scheme funded by
3 66
Bitcoin.
The Federal Trade Commission ("FTC") may be on the leading
edge of an innovative paradigm. The FTC, over the last ten to twenty
years, has seen its share of transformative technologies and has grappled with the issues emerging from innovative technology.3 67 On
Friday, November 1, 2013, FTC Commissioner Maureen Ohlhausen, in
a discussion on privacy, raised innovative ideas on how regulators
should address new internet technologies such as Bitcoin. 368
Ohlhausen stated that self-regulation is an important way to offer consumers additional privacy choices.3 69 More important to the Bitcoin
policy question, she maintains that the commission support nimble
regulations that support self-regulation by the industry where it promotes innovative progress within the industry and bring greater
benefits to consumers. 370 Self-regulation provides an interesting and
363. Id.
364. See I.R.S. Notice, supra note 255.
365. See FinCEN, supra note 274 and accompanying text; The Patriot Act § 352 and
accompanying text.
366. Shavers, 2013 Fed. Sec. L. Rep. (CCH) 97,596.
367. Interview by online contributors with Maureen K. Ohlhausen, Commissioner, Reddit: Ask Me Almost Anything About Online Privacy, F.T.C. (Nov. 1, 2013), available at
https://www.ftc.gov/sites/default/files/documents/public statements/reddit-amaa-online-pri
vacy/13110 lredditonlineprivacy.pdf.
368. Id.
369. Id.
370. Id. ("[T]he best self-regulatory programs are nimble, keeping pace with rapid
changes in technology and business practices in ways legislation and regulation cannot. The
Commission has long supported industry self-regulation as an efficient way of securing con-
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powerful policy foundation for moving forward. Self-regulation, by harnessing the power of the block chain technology, provides initial
direction towards developing a 21st century self-regulatory scheme to
regulate Bitcoin into the future and transform the way governments
regulate.
It has been asserted that there are no countries in the world
seemingly well prepared for the rising digital era.3 7 1 Of course, government preparedness is critical to effectively meet the 21st century
challenges to unleash the full potential of information for our society. 37 2 In developing the necessary technological infrastructures and
the legal, economic, and societal institutions necessary to ensure the
digital age is successful, part of the answer is clearly emerging: the
digital age needs trustworthy, transparent, open, and participatory
systems that are compatible with important values. 37 3 The financial
sector, traditionally the domain of banks, is facing increasing competition from non-traditional financing sources, which have developed
algorithmic trading platforms such as Bitcoin.3 7 4 Bitcoin enables the
development of a self-regulating system through real-time world-wide
measurements and search engines. 37 5 Digital literacy and good education will be more important than ever.3 7 6 With the emerging "Internet
of Things" and participatory information platforms, the digital revolution is on the verge of unleashing the power of information, turning the
digital society into an equal opportunity for all of the world's
37 7
citizens.
As the power of information flourishes, the risk of crises increases, and when such a crisis occurs, the government typically
intervenes if there is a perceived need to protect the public interest.3 78
To avoid a regulation by crisis, the Bitcoin industry needs to self-regulate in very transparent and consistent ways, providing leadership for
sumer benefits and promoting a robust and competitive marketplace. Voluntary codes of
conduct and industry-led enforcement are particularly appropriate in dynamic sectors of the

economy where traditional regulation may stifle innovation and slow growth.").
371.

Dirk Helbing, What the Digital Revolution Means for Us, ETH ZURICH
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HUMAN., SOC. & POL. ScI. (GESS) 5 (Sept. 3, 2014), http://papers.ssrn.conmsol3/papers.cfm?
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372. Id.
373. Id.
374. Id.
375. Id.
376. Id.
377. Helbing, supra note 371, at 6.
378. Ed Moy, Bitcoin and Regulation 101, MONEYNEWS (Mar. 07, 2014), http://www
.moneynews.com/Ed-Moy/Bitcoin-regulation-currency-government/2014/03/07/id/5566141.
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the government to follow. 3 7 9 The alternative is for government to impose reactionary solutions to crises and promulgate laws and
regulations severely hampering Bitcoin and other digital currencies
from realizing its full potential.38 0 In a dynamic world, self-regulation
can be developed through the block chain by utilizing feedback loops
enabling systems to adapt in real time with flexibility to conditions and
needs. 38 ' With real time data and the application of cybernetics (i.e.
control theory) and complexity theory, Adam Smith's 300-year-old invisible hand vision is feasible in a rapidly changing world. 3 2 Software
coupled with real-time data makes it feasible to create resilient social
and economic order through self-organization, self-regulation, and selfgovernance. 383
Brummer concludes by reiterating the central thesis of this
Bitcoin policy discussion, that each regulatory branch is looking at
Bitcoin from the nation state model and Bitcoin simply does not fit
within this model.38 4 With respect to the nation state model, Hans
Morgenthau had the foresight to declare thirty-five years ago that
emerging technology renders the nation state obsolete as a political organization because the nation state is less and less capable of
functioning as a basic political organization to protect citizens and
their way of life.3 15 The scope of the technological advancement represented by Bitcoin suggests Bitcoin is deserving of the development of
this elusive new paradigm, a 21st century regulatory scheme. 3 6 Houk
suggest that if government falls short of the innovative regulatory
structure necessary to optimize the transformative value of Bitcoin
and adopts policies that attempt to restrain its progress, Bitcoin can
function without government.3 17 He concludes that Bitcoin's independence from state control makes it a moot point for government to ban
38 8
anything related to Bitcoin.
In conclusion, Brummer suggests that the Bitcoin community
must take a regulatory scheme that works for Bitcoin directly to Con379.
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gress. 3 9 Congress will not effectively regulate something it does not
understand, nor should it be expected to do so. Bitcoin provides new
life to age old problems like the sale of illegal narcotics and other illicit
activities that must be addressed and new regulatory solutions and
methods are critical to ensure Bitcoin is sustainable.3 90 The key to optimal regulation and the solution to the difficult questions related to
Bitcoin is the transparency of the block chain and can be discovered by
shining light on the issues and solutions. The Bitcoin community will
be much better served by fully engaging in policy making and actively
seeking to develop a regulatory scheme as innovative and transformative as the Bitcoin technology, itself.
CONCLUSION

The future of Bitcoin significantly relies upon regulatory outcomes. The power of Bitcoin and the innovative platform for building
more and more applications suggests Bitcoin may evolve into an unparalleled payment system not previously contemplated. Bitcoin
demands a new paradigm, a 21st century approach acknowledging that
the Bitcoin technology encompasses many traditional components in
one new technology. This is the challenge for the industry, policymakers, and all interested parties to this innovative technology. To this
end, regardless of how extensive or limited a role bitcoin plays in transforming internet commerce and social interaction, according to Houck,
one thing is certain, the greatest gift of Bitcoin is the block chain and
the future is block chain. 39 1 Over the last fifteen years, multiple tasks
have consolidated into one common device: smartphones. In the next
ten to fifteen years, the Bitcoin technology may transform our currency, payment systems, contracts, voting, public records, and internet
security into one common technology: smartmoney. With innovative
governing, a new 21st century regulatory framework may also emerge
and the world will be the double benefactors of yet another new innovation: smartgovernment.
389.
390.
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